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Executive Summary

This document addresses teachers, parents and pupils (or students) who would like to be involved in
SimSafety. The reader may find here answers to frequently asked questions about Internet Safety as
well as some information about the SimSafety project. Most importantly, the reader will find a
collection of different SimSafety scenarios and instructions on how these can be implemented in the
classroom or at home.

This deliverable collaborates with two other deliverables of the SimSafety project, D2.1(b): Report on
Game Specification which discusses theoretical issues about SimSafety and D3.5: System Manual
which is a manual of the SimSafety platform. D3.6: Game scenarios Manual, which is the current
document , act s lapotential SintBSafetyd ptagers u alsa to scholars and parents who
would like to make the best out of SimSafety.

For the convenience of the target audience, this document has also been translated in Greek,
Portuguese, Romanian and Suomi by the SimSafety project partners and is available to the broader

audience through the SimSafety project portal (www.simsafety.eu).
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1. Introduction

This document aims to support teachers, parents and pupils or students who are willing to try out
SimSafety. It aims to be simple in its use and to offer advice on how SimSafety activities can be

implemented in classroom or at home with the escort of a parent in the role of the chaperon.

After a short presentation of the SimSafety project, the target audience of this document may find
answers to some frequently asked questions about internet danger as well as a collection of scenarios

adapted to the specific targeted audience (teachers, parents, pupils/students).

For more information about educational issues related to SimSafety readers may consult the
Si mSafety project deliverabl e: D.2.1(b) ARepor
the Library of the SimSafety project (http://www.simsafety.eu).

1.1. SimSafety introduction to Teachers:

The ASIi mSafety: FI i ght Si mu | hapt//aww.simsafety.dunis a-finaredd

by the European Union (Lifelong Learning Programme / Transversal Programme / Key Activity 3: ICT -
European Commission,EACEA) and addresses parents, teachers and pupils. It approaches the issue
of using the Internet safely and adopts a collaborative approach between adults and children aiming to
create a common understanding of the risks entailed in Internet Use but also of the ways to deal with

them.

For this reason, an Online Virtual Environment and educational scenario(s) are being developed to

on Ga

Safety

familiarise gamep | ayer s with the possible Internet dangers th

since adults (parents and/or teachers) will be escorting their youngsters throughout the way. The
young game players are invited to use critical thinking to reveal i confront possible dangers by

developing skills, acquiring knowledge, cultivating the culture of surfing the Internet safely.

Project partners come from various European countries (Greece, Cyprus, Finland, Portugal, Romania
and the UK) under the coordination of the Hellenic Open University. They are qualified in
complementary scientific areas (e.g. child education, adult education, psychology, development of
educational software etc) and work closely together towards the theoretical design and the
development of the game. An extended number of European countries (9) has participated in the
educational activities through game playing. They are going to exchange their experiences and

successful stories and will disseminate them to a broader audience.

It is not the intention of this project to suggest that possible risks do overwhelm the possible benefits
that the use of the Internet may have in the lives of young pupils. On the contrary, it is in the scope of

this project to support its participants understand the possible Internet risks in a realistic dimension

1 Teachers may find here a short introduction about SimSafety.
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and invites parents and teachers to adopt the role

issues which concern their children and/or pupils.

Target groups addressed are pupils 9-11 years old (however, it is foreseen that older students may
also be addressed by SimSafety). Parents, students and pupils are invited to visit SimSafety from
home or at school, at time of the day which can be co-decided among project participants and
partners and through t heir feedback to share their own percept
Simulator for Internet Safetyo from a pedagogical po

has to offer in confronting this specific problem.

It is the expectation of this project that all participants will benefit either through their participation in
investigating ways of overcoming an existing problem in the case of the involved institutions or through
acquiring interesting experience in the case of adultsint he r ol e of the fAChaperon
involved in the habits and will confront the dangers faced by their children today. Finally, we expect
that it is the young game players who will benefit the most. Through a Role-Playing Game (RPG)
approach, children will be invited to promote skills such as critical thinking and imagination,

questioning and speculation.

We encourage the participation of children, teachers and/or parents as it will offer the opportunity to
take under consideration your views and comments and promote the systematic use of SimSafety in
education. At the same time, children will not be affected negatively in any way by the contents of

SimSafety.

Pupil sé6/ Students6é participation is optihenprgdctorifif f you
you have any question regarding Yy o wontadthe proppditeampar t i ci p

1.2. SimSafety introduction to Parents:

On behalf of the research team of the SimSafety Project (http://www.simsafety.eu), coordinated by the

Hellenic Open University (HOU), we would like to introduce the SimSafety project to you, which aims
at designing and developing an Online Virtual Environment to familiarise children with Internet Safety

issues and how to deal with them in a secure and entertaining way.

For the purposes of this project we have involved children aged 9 to 11 (although age limits can be
flexible) in educational, gaming activities through SimSafety in order to evaluate the Online Virtual
Environment and further improve it. We greatly appreciate your cooperation in (i) allowing your child to
participate in SimSafety through his/her school with the support of the teacher responsible and (ii) in

your own participation in game playing, r ei nf or ci ng t he rol e of t he fi Ct

2 Parents may find here a short introduction about SimSafety.
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participation in Internet activities (i.e. parents ¢

their pupils during Internet activities).

This participation is anonymous, and the time spent in game playing can be decided between the
teacher and the project team. The children will not be affected negatively in any way by the contents of
SimSafety. We encourage the participation of children, teachers and/or parents as it will offer the
opportunity to take under consideration your views and comments and promote the systematic use of

SimSafety in education.

Pupil sé/ Studentsé participation is optional. Shoul d

sign the consent form provided by the project partners (See Annex 4).

1.3. SimSafety introduction to Pupils/Studentss

ltds up to you to protect yourself while surfing the

out about possible risks and how to deal with them.

What can | do inside SimSafety?

Inside SimSafety there are educational activities that are being developed regularly. You will be able
to get yourself involved in these activities either from home along with your parents and friends or from
school. In order to learn about what new is there, you may be visiting the library of our portal

(http://www.simsafety.eu)

How can | access SimSafety?

0 Enter the SimSafety Portal (http://www.simsafety.eu)

0 Click on the SimSafety Game Entrance Link on the main menu. Alternatively visit the WebSite

http://simsafety-avatar.cti.gr/?g=welcome

3 Pupils/students may find here a short introduction about SimSafety.
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Game Screenshots Download Chient Statistics SimSatety Project

First Name:
it e Welcome

Last Name:

Password:

- see your online data

- apply for a new avatar

- download the SimSafety
Client

Picture 1: The SimSafety entrance

o Download the SimSafety Client. A short Cut should appear in your desktop. This is where you are
going to Log In to get into the SimSafety Game.

0 Open the SimSafety Client (find a shortcut in your desktop) and sign in using the same account
you are using in the SimSafety portal.

o If you would like to create a new avatar, you can do so through the SimSafety Game Site from

where you also downloaded the Client. As soon as you apply, please let us know.

What can | do to test SimSafety in the first place?
Follow these missions and monitor your scores all the time to find out key issues about Internet

Safety:

Mission 1: Learn how to navigate in i world

Some Hints:

0 Take alook around, read signs, experiment

0 Learn how to navigate inside the Online Environment and decide whether you are going to follow
the tutorial or not

o Follow the Instructions to go to the SimSafety Park

o Tryflying around

30/10/2010 8
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i% Hippo OpenSim Viewer,
Fle Edit View World Help (%, Sim1000x1000 135,130, 21 (Mature) - Your Parcel

Picture 2: The fAWelcome Pointo from where you

Picture 3: The SimSafety Park from up above

Mission 2: Visit the world and the house of knowledge. Find out what you should be aware of when

y

ou navigate the Internet

Some Hints:

(o]

(0]
(0]
(0]

Try to find the House of Knowledge

Visit the different Sections of the House of Knowledge to see what is there

Wait for a few minutes until you read the signs in the House of Knowledge

Information retrieved from the House of Knowledge may be useful in different sections of the
Game

30/10/2010 9



SimSafety: D3.6 143689- GR-2008-KA3-KA3MP

=|

[Chistory |1 - ) ' '\[Ty]r;w]mmw
Picture4:. The Si mSafety House of Knowl edge

Mission 3: Meet new people, make new friends minding the rules you have found out in the house of

knowledge

Some Hints:

0 Keep in mind what you learned in the House of Knowledge each time you make new friends in the
game

0 Make Friends in the Game by right clicking on an avatar and asking from it to be your friend

Picture 5: Two people in a boat inside the SimSafety Park

S

Cal
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Mission 4: Have you been bullied yet? Follow the reporting procedure

Some Hints:
o0 How do you recognize that you have been bullied? Check for Instant Message Notification at the
bottom corner on your left
0 You may get bullying messages, spam messages, advertisement that you do not wish to receive.
In that case, you have to react and increase your score.
0 Report bullying in the Bullying Reporting Department. Find t he ABul |l yi ng Reporti ng

open the door, enter the building and fill in a bully report.

%, Sim1000x1001 217, 178, 23 (Mature) - Your Parcel

Picture 6: The Bullying Reporting Department

Mission 5: Change your clothes. Select something nice to wear. Play an interactive game

Some Hints:
o ltisti me for you to have some fun. Visit the dAMal.l

Department o) and select something nice to wear

0 There are instructions in there that you can follow in order to change your clothes.

30/10/2010 11



SimSafety: D3.6 143689- GR-2008-KA3-KA3MP

Mission 6: Visit the Hall of Fame regularly (through the registration form) to check your score (you will
find out that there are a few different scores. Try to understand why your different scores are low or hi
by discussing it with your colleagues) and the score of the players who score the highest scores.
Interview other players who have higher scores than you to find out how they managed to get it. You
can use the message area i n t hhap/sSnisacdaaba@icy.gr)i ®nt r ance

discuss with other players.
Mission 7: There are 4 Quiz points in SimSafety (locate them in the Info Centre, the report centre and

the park). Try answering some of the questions (score at least 4 points).

Mission 8: Try to return to the welcome region by teleporting (you can search for the welcome region

in the map).

30/10/2010 12
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2. Key Concepts about Internet Safety

Internet Safety issues are often not very self evident even to adults. With the support of the Cyprus
Neuroscience And Technology Institute (CNTI) who is a partner of the SimSafety project and runs the
national node and the hotline in Cyprus, we have pr oduced a | i st of Afrequent
people interested in learning more about internet safety and we offer it here as a toolkit for the teacher
and the parent who will be invited to answer some challenging questions at times by their
pupils/students/children but also to those pupils/students who would like to study some Internet Safety

issues on their own.

2.1. Answers to Frequently asked Questions by Teachers,
Parents and pupils/teachers

2.1.1. General Questions:

1 What are the benefits for children of using the internet?

The use of the Internet offers a variety of benefits to everyone who is willing to use it. The

enormous amount of information available and the many uses one can have through the internet

have made it the most valuable tool in various set
enor mous amount of publications added on itl every
source of information. Also, the use of the Internet has made jobs easier and oversimplified tasks

that would take an enormous amount of time before. Moreover, the Internet has become a great

tool for avoiding the hassles of the bank, offering the chance to make the transactions quickly and

safely. It also offers a powerful source for shopping and the easiness of having products delivered

straight to the house. Furthermore, the widespread use of the Internet has opened new areas of

jobs in all countries and expanded the availabilities of working from home. The Internet is one of

the most valuable tools in education since it provides an enormous amount of information and is

the greatest source of reference for educators and students. The electronic libraries are of utmost

importance for University students looking for scientific information for their courses. Another

major benefit of the internet is its ability to minimize distances and provide communication

services efficiently and without any cost. In general, the Internet is a multi-tool with applications

on every aspect of someonebs I|ife.

1 Why do parents need a guide to internet safety?

Even though the internet has so much to offer in terms of education and entertainment if not used

safely it has potentia | dangers lurking. It is extremely impor
going on as far as their childrends internet wusage

possible dangers that exist so that they can warn and protect their children.

30/10/2010 13



SimSafety: D3.6 143689- GR-2008-KA3-KA3MP

1 How can | find out what my child does online and communicate the

dangers of inappropriate websites?
To be able to guide your child with regard to Internet use, it is important to understand how
children use the Internet and know what they like to do online. Let your child show you which
websites and chat sites they like visiting and what they do there. This way it will be easier to
communicate to them the dangers to beware from. Children need a certain amount of privacy but
they also need their parents to be involved in their daily lives. Discuss with your child the potential
dangers hidden in the internet. By openly discussing the various stories heard and introducing
new information they will become sensitive and aware of the unpleasant experiences that may
occur. Make your child feel comfortable to come and tell you about anything worrying or
embarrassing they might come across onl ine; t hi
something wrong and together you can report the matter to your local authorities or hotline.
Filtering software: They are various software programs available in the market which can be
downloaded into your computer. These filters do not allow access to certain web pages thus giving
you extra control over the content of which your child is exposed to.

1 Can parental control software help?

Yes it can. It blocks access to the following categories: sexual content, violent nature, web chat,
file sharing, instant messaging, criminal, hate speech, gambling, illegal drug content and many
more. However, the software does have limitations. Even if you have it installed you still need to

discuss openly with your children and agree which websites are accessible and which are not.

1 What is spam and how can it be avoided?

Spamming is the abuse of electronic messaging systems to send unsolicited bulk messages,
which are generally undesired. Spam appears in different formats, the most widely recognized
form of spam is email spam there is also instant messaging spam, spam in blogs, mobile phone
messaging spam. Spam is also called junk mail. It is very difficult to control spam even though
some filters prevent spam mail from the email account. The best way to deal with spam is simply
to delete it. Especially avoid opening if it comes with an attachment as this may contain a virus
that could severely damage your computer. Check out companies' privacy policies before you
subscribe to anything or buy anything from them. Create a list of email address from people you
know and block all the rest of the emails. There are various firewall programs, anti-spamming
software packages and other technical measures that can also help. Another suggestion is to
have more than one email address: one to give only for contacting friends and business
associates, one to use for surfing and to sign on for various Internet based services. Its best to
avoid replying to the email and asking to be removed from the email list as this will just confirm
that your email and active e-mail address and you could end up getting a lot more. Please do
complain to your Internet Service Provider. By complaining to them we oblige them to find better

more effective solutions.
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2.1.2. lllegal Content

1 Which types of online content are considered illegal?

Every country has its own laws on what can be considered illegal on the internet. In general

however, all countries appear to have laws against child pornography and racism or xenophobia.

Child Pornography refers to visual material depicting sexually explicit activities and involves a
child under the 18 years of age. According to the law of Cyprus, even possession of child
pornographic material is considered a crime and is convicted. What this means, is that
downloading such images will result in the arrest of the person.

Racism refers to an ideology or practice or behavior towards a person or people, which classifies
the worth of the person or people according to racial characteristics (such as color, ethnicity and
nationality). Racist websites that are considered illegal are mainly those that urge people to act

against other people of specific race, color, ethnicity or nationality.

Xenophobia refers to an intense fear of people from different ethnic, national or social group than
oneds own. Xenophobic websites that umgepeopletmacti der ed

against people of different ethnic, national or soc

1 How to avoid illegal content when online?

There are no clear-cut rules on how to avoid illegal content when surfing online. In general
however, it is important to avoid entering websites that are depicting sexual images. Especially for
protecting children, parents can use parental software to control accidental access of their children

to inappropriate content.

2.1.3. Online Grooming

1 What is online grooming?

Online grooming refers to the incidents where pedophiles enter chat rooms that are used by

children and approach them with the purpose of later engaging in sexual contact with them.

1 Who constitutes a target to online groomers?
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Research has identified several characteristics that attract pedophiles to children. Being alert on

those characteristics can help parents prevent any unpleasant situation:

a. Pedophiles usually approach children who appear emationally vulnerable (i.e. through chat-
rooms).

b. A pedophile will be empathetic towards their target children and will try to earn the trust
through pretending that they can understand and support them. Child molesters will attempt to
meet the child outside of the online world therefore they will attempt to derive information out
of them about where they live, their family status and the school they go to.

c. Pedophiles are always fully informed about the current trends in fashion, sports etc, and even

the language used by children and teenagers

1 How to protect your children from online grooming?
It is important to talk to your child frequently and know what happens in their life.

b. It is also important that your child feels comfortable enough to talk to you about whatever
happens to him/her when using the Internet.

c. lItis also important to alert your children to inform you immediately if someone they have met

online asks them to meet in person.

2.1.4. Cyber-bullying

1 What is cyber-bullying?
Cyber-bullying is when one minor harasses, torments, threatens or humiliates another minor
(child, pre-teen or teen). In cyber-bullying this kind of abuse is conducted through the internet,

digital technologies or mobile phones.

1 How are children bullied online and via mobiles?

Mobile phones, emails and chat rooms have given bullies a new way to pick on other people. They
use their mobile phones to intimidate with various ways. They may take a photograph of their
target at an unsuspicious moment and then circulate it on the net distorted. They may contact you
by phone or send threatening and offensive text messages any time day or night. They may send
offensive or illegal photographs or videos to your mobile. If you are receiving any type of bullying
in the above format please save the messages as well as the time and date that you received
them. Then you should tell an adult you trust and show them the messages. They can use the

records as evidence and they will inform the appropriate authorities.
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1 How can you tell that your child has been cyber-bullied?
The following signs can give you indications that your child might have been cyber-bullied:
a. Does your child spend long hours on the computer?

b. Does your child close his/her browser or email windows immediately when you enter the

room?
c. Isyour child evasive when you ask about his/her Internet activity?
d. s your childés history folder always cleaned out
e. Is your child less attentive in school, or is he/she getting behind with requirements at school?
f. Are your childds grades falling?
g. How are your childés eating habits?
h. Does your child complain frequently about stomachaches?

Is your child openly fearful, especially when friends are brought up?

j. Isyour child emotionally distant?

2.1.5. Internet Addiction

1 What is Internet Addiction?

Internet Addiction refers to the excessive use of the Internet to the extent that it affects the daily
life of a person. Internet Addiction is associated with prolonged usage of the Internet with a loss of

interest in performing any other activities such as socializing, getting out of the house

1 Should I stop my child from spending too much time on the computer?

Too much time is defined by each parent individually and this may also vary from child to child. It
also depends on the time of year; during the summer holidays children are obviously going to be
more online as they have extra time available. If a child has a lot of research to do for some
homework, they might need to make more use of the computer and the internet on some days
than others. Every parent needs to have an understanding with their child and discuss the usage

of internet together. The excessive use of the internet can lead to internet addiction.

1 How to find out if your child is addicted to the Internet?
The following signs are indications that your child may be addicted to the internet.
a. Spends more than 3 hours on the internet for purposes other than school-work.
b. Eats his/ her meals at their desk so as not to be
c. Obsessing over checking his/her email or social profiles multiple times on a daily
basis.
d. Experience withdrawal-type-symptoms when cannot access the internet (e.g.

irritability, nervousness, tension).
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e. Noticeable drop in his/her school performance due to the increased time spent on the
internet.
f. Noti ceable decrease in your c hwith ttriéngds os celatives) | i f e (

S0 as to spent more web time.

2.1.6. Social Networking

1 What are social networking sites and are they safe?

Social Networking Websites allow you to get in touch with other people and create groups and
communities in cyberspace. Through these websites you can communicate with other people who
are interested in the same things as you. The most popular today are FaceBook, Hi5, MySpace
and Bebo. These websites allow you to create an on-line profile where you can share information
with the rest of the website's users. Others Social Networking Sites such as Second Life offer you
the ability to interact in an unlimited number of ways in a three-dimensional virtual world through
avatars. The information that people share on their profiles is usually about their education, where
they studied, if they are in a relationship, what their general interests are, and what sort of people
they would like to meet. Most websites also allow the users to share photographs, videos and
music-playlists through their profiles, as well as blogs, which are electronic journals. When using
such websites, be careful of what information you put online. Everyone can see it, even people
you don't know. The information you put online also becomes property of the website, so be
careful that you don't put too much information! You never know who may be viewing your profile.
When using such sites, you should be just as cautious as when communicating with strangers in

the 'real world'.

1 What do you have to know when social networking?

If you, your children, or others are using Social Networking Websites, be aware that the terms of
use may be quite complicated and in some cases may change without the service provider having
to notify the users that any changes have taken place. This raises the issue of privacy and the
safety of each user's personal information. Also, keep in mind that Social Networking Websites are
very much public and when communicating with other individuals, the same amount of caution
should be exercised as when communicating with strangers in the 'real world'. In addition, advise
your children or the minors whose care you are entrusted with to keep the amount of personal

information being shared to a minimum. Youlenever kn

2.1.7. Mobile phones

1 What concerns us about the excessive mobile phone use?
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Headaches.

Heating Effects.

Fatigue.

Posture (Holding phone between raised shoulder and ear).

(Loss of)Memory.

- ® 20 T p

Decreased male fertility.

2.1.8. Chat

1 What are Chat-rooms or instant messaging?

Chat rooms are being used from people for communicating with individuals from all over the
world. Chat rooms offer the most widely used technology for meeting people that belong to your
own network of interests. The mIRC is the most popular program that includes chat rooms and
teenagers are the most frequent age class to use it. The use of mIRC is easy and anonymity is

well preserved since you are only asked to use a username to join.

1 What are the dangers of the chat-rooms?

In chat-rooms one cannot see the person he or she is communicating with, and because it is

relatively easy to fake an identity online, most of the times it is not possible to be certain that the

person is who they say they are. It is important that children do not meet strangers they have met

on the net without being accompanied by an adult, f
me et in a public place and its better if the child
better to advise your children to sign up in chat-rooms using a nickname, that way their identity is

protected.
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3. Guidelines on taking advantage of SimSafety in the
classroom or at home

It is important to stress that there are activities available in SimSafety which are meant for
implementation in the classroom or at home with the support of an adult and there are other activities
which can be implemented by individual players on their own time and without necessary presence of

other players.

Commonly to most educational activities independently of whether they take advantage of ICT or not,
those activities which are indented to be implemented in the classroom or at home with the support of
the teacher or the parent need specific preparation

The better prepared is the AChaperond the more challe

For the purposes of the best preparation of the people running the activities, we have collected here a
I i st of tips which we hand ibneak tiowwn eaah activitysin phasds tina o | kito

provide hints on how to deal with them:

3.1. The role of the teacher and/or the parent before
implementing a SimSafety educational activity in classroom
or at home

3.1.1. Studying information about SimSafety

In order for teachers and/or parents to receive updated information about SimSafety, the project team
has developed a list of documents and deliverables which serve exactly this purpose. These are the
following:

1 Poster Insert for Teachers: this is an informative leaflet addressing teachers that can be

downloaded through the portal library (http://www.simsafety.eu) and has been translated for

you in all project partner languages (EL, EN, RO, Suomi, PT). You may use this informative

material as a means to inform you school colleagues and the school principal about the

SimSafety projects and what you will be doing in the classroom with the pupils/students (see

550GA2Yy GMOMO {RYLIBTOKSNEY( WHR d@E 82 RSE A OSNT 6
1 Poster Insert for Parents & Consent form: this is an informative leaflet addressing parents that

can be downloaded through the portal library (http://www.simsafety.eu) and has been

translated for you in all project partner languages (EL, EN, RO, Suomi, PT). You can print this
leaflet and send it to the parents to ask for their support and consent for the implementation of
SimSafety at school. If you are a parent, this leaflet will give you a first impression of what the
SimSafety project is about (See Annex 4).

1 Poster Insert for Pupils/Students: this is actually the workshop that we have prepared for the
students and gives instructions on how to log in and what to do in SimSafety. It is being
recursively updated as the platform progresses. It can be downloaded through the portal

library (http://www.simsafety.eu) and has been translated for you in all project partner
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languages (EL, EN, RO, Suomi, PT). It is our advice that this is the first series of activities you
try out when you enter SimSafety for the first time. This is what you will ask your
students/children to do when you invite them to join SimSafety for the first time and it is
advisable that you test SimSafety on your own first just to be able to guide your pupils/children
throughout the way.

1 System Manual: this is also a document that can be downloaded through the portal library
(http://www.simsafety.eu) and has been translated for you in all project partner languages (EL,
EN, RO, Suomi, P TYunder the titl e A.C8mmbnlytcal systeenmandasn ual o

this document includes information about technical issues (e.g. how to install the SimSafety

client) and usability issues (e.g. how to fly in SimSafety, how to change the appearance of
your avatar etc).
1 User Training Material: this is video clip which provides a step-by-step tour on how to navigate
through the game environment. It can be downloaded through the portal library
(http://www.simsafety.eu)and it has got the title: AiD3. 8: User

1 Frequently Asked Questions: What may also seem useful to you is some informative material
on Internet Safety Issues. (See the relevant section in this document)

1 A list of the educational activities: Activities have been designed within the SimSafety project
that will give you an indication of what you could/should be doing in order to familiarise your
pupils/students/children with concepts such as Internet theft, handling foreign property and
personal data while on the Internet, bullying etc. Activities are available in this document in
different annexes addressing Teachers, Parents and Pupils/Students. They too have been

translated in all partner languages (See the relevant section in this document).

3.1.2. Setting up the School lab or your computer at home

In order to make sure that your school lab will be capable of supporting SimSafety you will have to

c heck t hvanimum Requirefhents for the computer labs6 apply to your school

computer4.
Windows Minimum Requirements Recommended
Interngt - Cable or DSL Cable or DSL
Connection*:

Operating System: XP, or Vista XP or Vista

Computer 800 MHz Pentium Il or Athlon, orl.5 GHz (XP), 2-GHz (Vista) 32-bit (x86)

Processor: better or better
Computer Memory: 512 MB or more 1 GB or more
Screen Resolution: 1024x768 pixels 1024x768 pixels or higher

T NVIDIA GeForce 6600 or
Graphics Card for better NVIDIA Graphics cards
XP**: 1 OR ATI Radeon 8500, 9250 6000 Series:
or better

4l nformation about AMinegquimrameénResodoommende@dni ng Si mSa
found at the following address: http://simsafety-avatar.cti.gr/download
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Windows Minimum Requirements Recommended
1 OR Intel 945 chipset

1 6600, 6700, 6800
7000 Series:

1 7600, 7800, 7900
8000 Series:

1 8500, 8600, 8800
GeForce Go Series:

1 7600, 7800, 7900

ATI Graphics Cards

1 X800, X900, X1600, X1700,
X1800, X1900

1 x2600, x2900

T x3650, x3850

NVIDIA Graphics cards

7000 Series:

1 7600, 7800, 7900

8000 Series:
. 1 NVIDIA GeForce 6600 or 1 8500, 8600, 8800
Graphics Card for better
Vista 1 OR ATI Radeon 9500 or .
(requires latest better GeForce Go Series:
drivers)**: 1 OR Intel 945 chipset

1 7600, 7800, 7900
ATI Graphics Cards
1 X1600, X1700, X1800, X1900

1 x2600, x2900
1 x3650, x3850

Keep in mind that SimSafety Client requires direct connection to the Internet. When accessing
the internet through a proxy or have firewalls enabled contact your Network Administrator!

In case of difficulties, contact the SimSafety Development Team (simsafety -dev@cti.gr ) to receive

technical support.

As soon as you confirm that youch®ol lab and/or your personal computer has got the minimum

requirements for running SimSafety you will need wisit the following site:http://simsafety-

avatar.cti.gr/and
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f aF LILX & F2NJ | yasdgoul pddilsistudedits/chilg/dhidr2 @nce you apply for
a new avatar, you will have to allow some time for the SimSafety development team to
approve your account. You will be notified througimail notification when your account
will be up and runnig.

f aR2gyt 2R GKS {AY{lIFTSGe& OftASyGéy ! a az2z2y | a
AK2NILI Odzii 2F | a6l oeé oSFENE gAff | LIISIEN 2y @2d
be accessing SimSafety. As soon as your avatar account hasutberised you will need to
insert your credentials (Name, Surname, Password) to the client in order to access SimSafety.

The menus of the SimSafety client have been translated to the partner languages. You may
choose to change the language of the client asnsas you log inEdit -> Preferences>

Language).

3.1.3. Some guidelines on the implementation

1 Where possible, we suggest that you test SimSafety after the regular school program so that
you do not disturb your regular program at school.

1 Where possible, you may want to organise an Info Day at school and invite parents to come
and find out more about SimSafety as well as to support you in your effort to familiarise your
pupils with Internet Safety issues.

1 The number of pupils involved in the SimSafety activities may depend on the number of
computers available in your school lab.

1 Throughout the life of the project, the whole effort could also be supported by the
corresponding partner in each country in the following ways:

0 The set up of the lab can be supported by each partner (either through collaboration
between the ICT teacher and the partner from a distance or through the presence of
one person on the spot. This will depend on the needs of each school).

0 The activities will be explained to the teachers by the partner responsible who might
also need to support them in 1-2 of the sessions by coordinating them him/herself as
an example of how the teacher could support SimSafety him/herself.

0 The evaluation of the venture could be supervised by a representative of the
evaluation team (if available). In any case, questionnaires will be distributed to
teachers and pupils who will be kindly requested to answer them and return them to

the project team.
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3.2. The role of the teacher and/or the parent during the
implementation of a SimSafety educational activity in the
classroom or at home

There is a list of activities available in this document addressing the different target groups (Teachers
and/or Parents, Pupils and/or Students) in the form of Annexes. Select to study the list of activities that

correspond to you. The activities addressing teachers and/or parents include the following Template:

1. Subject (in which this activity could be taught)
2. Title of activity

3. Duration

4. Objectives / purpose of the activity

5. Learner profile

6. Material resources

7. Methods

8. Expected results (what the pupils will produce)
9. Communication Language

10. Actual Content of the activity

Stages of the activity |¢ S OKSNIR& |t dzLJAf Qa « Duration
role

1/instructive

2/playing the game

3/after-game
discussion

11. Instructions

12. Detailed Role description:
-¢SFOKSNRa k tFNByidiQa NBfS
-t dzLIA f Qak { GdzRSy 1 Qa Nt S

13. Scoring criteria

14. Extra school work / extra tasks

15. Some additional comments

16. Instructions for Playing the Mirgame
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It is very important that the teacher/parent studies this template and tries to understand what his/her

actual role in each activity is designed to be which is three-fold:

1 At the beginning of each activity the teacher/parent is invited to inform the pupils/students of
what it is about to follow and the issue at stake is for the specific activity. This is important as
the pupils/students will need to have hints well before starting the activity about what they are
expected to do, what they are supposed to pay attention at for the specific activity as well as
how they will be evaluated for their performance (scoring criteria)

1 Pupils will probably not be very familiar withthetermir dlpé ay i n g Yog mightwant to
explain it to them before you start a mini-game activity. It is advisable that you try out role
playing in the classroom, without the use of the computers, by applying a simple example (e.qg.
ask your pupils to become fiactorsd and participa
sending a @ teseméroffhisiemai | i s unknown and 4tdhie subj ¢
his friends and two other actors are discussing between them: one of them is in favor of
ffopeningnal, t he et her i s aga-malsThey hothmmueiactgdinglt he e
In the end, all pupils discuss about what they have seen and exchange their views about what
they should do in case they receive a spam mail. The discussion takes place under the
coordination of the teacher/parent).

1 It would be very helpful if the teacher/parent also participated in the mini-g ame as an fiavat e
either as one of the five players required for a mini-game to be played each time, or as a
person who is present while the other avatars are playingamini-game and acts as the
advocat eo. e fuestions) cstatements and behaviors on behalf of the adults

participating in the game help promote the discussion.

Some tips:
1 Young pupils may forget their login details to the SimSafety platform. It is always useful to

have the | i st giodetails availablegluripgiedcls SimShafety activity.

1 Mini-game roles are appointed incidentally to mini game-players in English when they register
for a new game in SimSafety. It is advised that the teacher/parent prints the roles of the mini-
game in the mother-tongue of the pupils/children and distributes them to the pupils in paper as
well. This will help young pupils overcome the language barrier and they will have their role in

front of them all the time in order to revise it.

3.3. The role of the teacher and/or the parent after the
completion of a SimSafety educational activity in the
classroom or at home

After the end of each activity, the role of the teacher and/or parent is equally important. The activity
cannot be considered as complete unless a discussion has followed inside the classroom or at home

to clarify the following:
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1 What was the point of this activity? What were the different views? What have been the main
arguments?

1 Which roles among the ones attributed to the players of the specific mini game have

Aipromotedd the issue at stake and which have don

help the pupils understand why they have received this specific scoring.
T I'n the case of the fiquizo, teacher s/ pasoaeby s

one from the corresponding scenario to check pupilsdanswers and discuss the false ones.

Tips:

may W

T I'f pupils do not ©play their roles and decide to

ffunderstandod this c hange. mBled intoi vbtingt fdr ®ne oote hag r
fipositived instead of fAnegativedo as it was
will need to discuss this with the pupils and explain the importance of acting the roles
fi p r o pirarderyor the scoring to work.

9 If the scoring turns out to be unfair at some point, the teacher/parent may contact the
development team and ask for a specific change in the scoring. The scoring change can take
place very easily as long as the corresponding person who wants to make this change has
upgraded access to the following site: http://simsafety-avatar.cti.gr/. Since it is not always

possible to be aware before hand of whether a person who has applied in SimSafety is
actually a teacher, these kind of upgraded rights are not appointed automatically by the

system but upon request.

At this point you will have become quite familiar with SimSafety its conceptual design, its
development, its scope and its activities. You might want to do some further reading in relation to
educational aspects of SimSafety as well as to

the following deliverables may also seem very interesting:

1 D2.1(a): Report on Game Specification (first release). Deliverable co-authored by all project

partners of the SimSafety Project. Available at: http://www.simsafety.eu, December 2009: It

includes the educational background of SimSafety.
1 D2.1(b): Report on Game Specification (final release). Deliverable co-authored by all project

partners of the SimSafety Project. Available at: http://www.simsafety.eu, June 2010: It

includes the educational background of SimSafety and a list of activities similar to the ones
you will find in this document.

1 D4.1: A number of recorded games. Available upon request at: http://www.simsafety.eu,

October 2010: This is a list of recorded games used for evaluation purposes but also as
examples of the implementation of SimSafety that has taken place within the life of the project.
1 D4.2: Implementation Reports from each partner country including examples of good practice.

Available at: http://www.simsafety.eu, November 2010: These are reports from the teachers in

each country which have participated in the implementation phase of each country and include

a thorough assessment of their experience in SimSafety.

pl ay e
SUppPOS

ot her
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3.4. The role of the SimSafety players when participating in a

SimSafety educational activity from inside the classroom or
from home

3.4.1. Studying information about SimSafety

SimSafety players may use the following material in order to be informed about SimSafety:

il

Poster Insert for Pupils/Students: this is actually the workshop that we have prepared for the
students and gives instructions on how to log in and what to do in SimSafety. It is being
recursively updated as the platform progresses. It can be downloaded through the portal
library (http://www.simsafety.eu) and has been translated for you in all project partner
languages (EL, EN, RO, Suomi, PT).

System Manual: this is also a document that can be downloaded through the portal library
(http://www.simsafety.eu) and has been translated for you in all project partner languages (EL,
EN, RO, Suomi, PT) under the title AD3.5:

this document includes information about technical issues (e.g. how to install the SimSafety

client) and usability issues (e.g. how to fly in SimSafety, how to change the appearance of
your avatar etc).
User Training Material: this is video clip which provides a step-by-step tour on how to navigate

through the game environment. It can be downloaded through the portal library

(http://www.simsafety.euy) and it has got the title: iD3.

3.4.2. Participating in SimSafety activities

Every time a player logs in to SimSafety, he/she has to remember:

1

His/her log in details. It is advised that you make a note of your account details so that you
can easily retrieve it each time you log in.

That school internet connection may not be able to support all SimSafety functionalities,
especially if many computers have been logged in to SimSafety at the same time. If this is the
case with your school lab, remember to avoid flying, teleporting and watching videos in
SimSafety. These are the functionalities that consume most of the available bandwidth.
Walking, talking, participating in mini-games and other SimSafety activities, on the other hand,
are fine.

In order to participate in a mini-game, you have to wait patiently in the mini-game area until
four (4) more players have joined you. It is then advised that you register all together in the
mini-game, so that you do not lose any precious time (the timer in each mini-game starts
counting from the minute the first player subscribes to it).

When you are appointed a role in a mini-game, ask your teacher or your parent to give you the

description of your role translated in your mother tongue.

System
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1 Pay attention to the hints that your teacher and/or parent will be giving you before and during
the activity. They will support you into understanding better what is going on and into
answering your questions about scoring.

1 At the end of the activity, check your score, discuss with your other colleagues about the
different arguments you have made regarding the issue at stake and make sure that you have
understood why each mincgame r ol e has or hasndédt been hel pful
stake.

1 You may check your personal score at your profile at the following link: http://simsafety-
avatar.cti.gr/userprofile. First, do not forget to login to the site: http://simsafety-avatar.cti.gr/.

1T You may check your Arankingo in relatibHaltlo dfhe
Fameo i n t he hipddinisafetyiavaar.cti.gr/mlkoffame. First, do not forget to login

to the site: http://simsafety-avatar.cti.gr/.

3.5. The role of the SimSafety players when participating in a
SimSafety educational activity on their own spare time

SimSafety players are invited to engage in SimSafety activities from home, during their extra time or

during their extra curriculum activities. When joining SimSafety from home:

1 Ask your parents to escort you while you will be in SimSafety. They might find this a good
opportunity to spend time with you and find out more about Internet Safety Issues themselves!

1 Ask your friends to join you in mini-games and other activities. It would be much easier if you
and your friends have had some experience playing the mini-games in classroom.

1 Ask other avatars from other countries to join you in some of the SimSafety activities (e.g. visit
together the Info Centre, compete in answering the quizzes, report bullying together, report

lost items in the Lost and Found centre etc).
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Annex 1: SimSafety Scenarios for Teachers and/or parents
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Scenario No fi00: Navigatinginfi Si mSaf et y o

The SimSafety Game:
It s up protect ypuwself while surfing the Internet! Visit the SimSafety Flight Simulator to find

out about possible risks and how to deal with them. Follow these missions and monitor your scores all
the time to find out key issues about Internet Safety:

To Acces the Game, Get an account and Log in:

o0 Enter the SimSafety Portal (http://www.simsafety.eu)
0 Click on the SimSafety Game Entrance (Gate) Link on the main menu or visit the WebSite
http://simsafety-avatar.cti.gr.

Home Game Screenshots Avatar Signup Download Client Grid Statistics SimSafety Project

Home

user Welcome
Maria Fountana

Welcome to SimSafety Park management

User Profile area.
Friends

Here you can :
Submit Feedback
Avatar approval - check the online presence of your avatar
Update Game Content

Log out - see your online data

- apply for a new avatar
Home

Game Screenshots - download the SimSafety Client
Avatar Signup
Download Client

Grid Statistics

SimSafety Project

Thank you

Bye Bye

Picture 1: The SimSafety Game Site

o Download the SimSafety Client. A shortcut should appear in your desktop. This is where you are
going to Log In to get into the SimSafety Game.

o0 Open the SimSafety Client (find a shortcut in your desktop) and sign in using the account supplied
by the SimSafety Development Team.

o If you would like to create a new avatar, just signup again at the Game Gate. As soon as you

apply, please let us know.
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Mission 1:Learn how to navigate in-world
Some Hints:

0 Take alook around, read signs, experiment

o0 Learn how to navigate inside the Online Environment and decide whether you are going to follow
the tutorial or not

o Follow the Instructions to go to the SimSafety Park

i Hippo OpenSim Viewer

m I Friends I Fy. [ i Map Inventory

Picture 2:The iWel come Pointod from wheor et oy odui fcfaenr efintte laerpecarst i nsi de Si mSaf e

Picture 3: The SimSafety Park from up above

Mission 2: visit the House of Knowledge. Find out what you should be aware of when you surf the
Internet

Some Hints:

0 Tryto find the House of Knowledge
0 Visit the different Sections of the House of Knowledge to see what is there
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0 Wait for a few minutes until you read the signs in the House of Knowledge
o0 Information retrieved from the House of Knowledge may be useful in different sections of the
Game

o = =)

R
|Coistory 1 I say_J[ shout J[ceswes ]|
Picture 4:The SimSaf ety House of Knowledge is Called Al nfo Cente

Mission 3:Meet new people, make new friends minding the rules you have found out in the house
of knowledge

Some Hints:
o Keep in mind what you learned in the House of Knowledge each time you make new friends in the

game
o0 Make Friends in the Game by right clicking on an avatar and asking to become your friend

Picture 5: Two avatars in a boat inside the SimSafety Park
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Mission 4:invite people to play the Attributes game. Each player is attributed a role secretly. Your
mi ssion is to fireveal 0o the secret role of each game

Registration ook
Owner: john fitikis
Script Towch (Right-click for menu)
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Picture 6: Mini Game Registration area
Some Hints:

o In order to play a mini game with other avatars, you have to visit the mini game registration area.
Sign in (simply touch) at the registration book in front of you. You will see your name on the wall.

As soon as all the five players have applied for a game, click on the registration book for the last
time. You will be transported to a designated area where you are going to play the game.

GEMEEtATied|

Picture 7: Mini Game area

0 As soon as you are transferred to the designated area, touch the mainstay in the middle of the
room in order for the game to start.
0 As soon as you do that:
1 You receive a personal message revealing your role in the game
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1 The timer starts counting
0 Your mission is to declare your choices at your personal voting table before time expires. Vote
for the person who you suspect is either faking an identity or is trying to steal personal
information from you or others.

In order to understand who is who, talk to each other, notice what they are doing, try to collect

information, hints, data. You will receive a message with your score when the mini game is

completed but you can also visi t t heée ODHa Fameo i n t he Si mSaf e
(http://simsafety-avatar.cti.gr/)

Mission 5: Have you been bullied yet? Follow the reporting procedure
Some Hints:

0 How do you recognize that you have been bullied? Check for Instant Message Notification at the
bottom left corner

0 You may get bullying messages, spam messages, advertisement that you do not wish to receive.
In that case, you have to react, thus increasing your score.

0 Report your incident in the Bul lying Reporting Depart ment . Fin
Depart ment o, open the door, enter the building and

Fle Edit View World Tools Help (, %3}, Sim1000x1001 217, 178, 23 (Mature) - Your Parcel 04:27 PST 5] 0550 [][]

Picture 8: The Bullying Reporting Department

Mission 6: Change your clothes. Select something nice to wear. Play an interactive game
Some Hints:
o It is time for you to have some fun. Visit the 0

Department o) and select something nice to wear
0 There are instructions on how to change your clothes.

30/10/2010 35


http://simsafety-avatar.cti.gr/?q=node/19

SimSafety: D3.6 143689- GR-2008-KA3-KA3MP

Mission 6:inviteyourf ri ends to play the fAHidden Identitydo gan
are hidden. Find who is who by monitoring playersd be

Some Hints:

0 A coordinator is required to play this game

o Find the appropriate registration area and register.

0 When a player team of five has been formed, the new identities of all the members are
delivered. You have to log out and use your new identity to log back in again.

o0 Chat around and state your final guesses to the game coordinator.

0 When the game ends, the coordinator broadcasts the resulting scores of the players, and
using the SimSafety Gate he/she updates the game database.

Mission 7: Answer the guiz and increase your score. Visit the house of knowledge again to make
sure that you can answer the questions correctly.

Some Hints:

o0 Interact with the box on the table, and tell us what you think about the game!
o Play the quiz and increase your score.

Mission 8: visit the Hall of Fame regularly (through the registration form) to check your score. Try
to understand your various scores discussing it with your colleagues and the top-ranked players.
Interview other players who have higher scores than you to find out how they managed to get it. You
can use the blog in the SimSafety Game Site (Not Ready Yet) to discuss with other players.

Mission 9: start all over again!
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Scenari o MMbg amed :under the title AExpl osive P

SimSafety Project_Scenario Nol: “Explosive Photos” 15 April 2010

SimSafety lesson plan
“Explosive photos” Game Scenario

1. Subject (in which this activity could be taught): social studies, religion/ethics, English, mother
tongue, free topic lesson, ICT

2. Title of activity: Explosive photos

3. Duration : around 45 min
4. Objectives / purpose of the activity: moral lesson
5. Learner profile: 9+ years old

6. Material resources : hints for each player’s role and function also translated into native languages
if need be

7. Methods : collaborative gaming of players + plenum discussion

8. Expected results (what the pupils will produce) : better awareness of the risk of explosive photos
of one’s own on the web

9. Communication Language: native language or English

10. Actual Content of the activity:

Stages of the activity Teacher’s / Parent’s role | Pupil’s / Student’s role Duration

1/instructive Chaperon who informs Player of the mini game 10 min
players outside the
game

2/playing the game Player who participates | Player of the mini game | 20- 25 min
in the game

3/after-game discussion | Chair lady/chairman of Participant of discussion | 10— 15 min
discussion

Instruction:

Each time a game player subscribes, she/he receives secretly some hints about what his role in this mini
game is going to be. The player is active in his role for 10 — 15 minutes until the time ends.
After that the players vote about the action of Barbara, George, John, Emilia and Fiona. They have to make
up their minds and to vote whether the action of each person was right or wrong (See Table of 11. Scoring
criteria).

Detailed Role description:

Teacher’s / Parent’s role

Inform the players in the classroom or at home that more than one answer can be correct and that one
player can claim higher scoring if he thinks he has been appointed unfair score, by stating their argument at
the end of the round (either in written through the chat in SimSafety or orally by discussing it with their
classmates).

Pupil’s/Student’s role

Dafnord Association, Finland & RA CTI
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Role 1: Your name is Barbara, you find out about Annabelle that private pictures of hers have been
published on the web. You go and see the pictures, you spread rumor to some of your co-players.

Role 2: Your name is George, you find out about Annabelle that private pictures of hers have been
published on the web. You go and see the pictures but you tell nobody about it. You do nothing about it.
Role 3: Your name is John, you find out about Annabelle that private pictures of hers have been published
on the web. You do not go and see the pictures and you try to convince your other co-players to show the
message to your teacher.

Role 4: You are Emilia, you find out about Annabelle that private pictures of hers have been published on
the web. You do not go and see the pictures and you believe that the message should be deleted and you
try to convince your other co-players to do the same.

Role 5: You are Fiona, the teacher, and you do not know anything about private photos of Annabelle. You
go and ask your co-players what is going on. You think they look nervous.

11. Scoring criteria: The players get positive scoring for each correct answer ( + 5 points for every
correct answer) and negative scoring for every wrong answer (- 5 points for every incorrect

143689- GR-2008-KA3-KA3MP

answer).

Barbara George John Emilia Fiona
Acted Quite -5 (wrong -5 (wrong +5 (correct + 5 (correct 5 (correct
Right answer) answer) fanswer) answer) lanswer)
Acted Quite +5 (correct + 5 (correct LS (wrong - 5 (wrong LS {wrong
wrong answer) answer) nswer) answer) nswer)

12. Extra school work / extra tasks: Mini games performed by pupils are to be discussed in the

13,

14.

classroom afterwards.

Some additional comments: The teacher should see that every pupil of the group has an
opportunity to express his or her opinion. The teacher also informs the group that it is always
possible to argue about the scoring criteria and that one player can claim higher scoring if he thinks
he has been appointed unfair score, by stating their argument at the end of the round (either in
written through the chat in SimSafety or orally by discussing it with their classmates).

Instructions for Playing the Mini-game

> Apply for the mini — game by visiting mini-game section area as shown in the following
picture:

Dafnord Association, Finland & RA CTI
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