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Executive Summary

This document is the final release of D2.1(a): Report on Game Specification (first release). It has got
two main sections, one theoretical and another presenting the conceptual design of SimSafety. Its
target audience is meant to be partners-contributors to the conceptual design of the game platform

and adults (teachers & parents) involved in game playing with their pupils/children.

The theoretical part of this document constitutes a theoretical review of the theories that touch upon
the design of SimSafety and extends from Internet Safety issues, such as possible risks from Internet
use and action taken so far, to learning theories addressing young pupils and adults, both of whom are
in the scope of SimSafety. Last but not least, the theoretical framework discusses the value of game

playing and of child-parent collaboration on their leisure time.

On the other hand, fSimSafetyo http://www.simsafety.eu)i s presented as an

users can find out about Internet Safety by simply navigating in world, visiting information centres,
communicating with other avatars and taking action when a danger related to Internet Safety occurs or

through game playing.

Information is also provided about the engine of SimSafety, the game settings, scoring mechanisms,

rules for functions, simulation of Internet dangers, game types and game scenarios.

This document has got an earlier version which has been available at an early Istage in the project
and will included examples of possible educational scenarios. This final version, however, includes a
collection of game scenarios for using SimSafety in different settings (inside the classroom, at home
with the escort of a parent, in between individual players, in between teams of players etc) and with

different educational objectives.
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1. About the SimSafety Project

The A Si mSaf et y: FIlight Si mul aptojeat (htfp:Bwww.dinsdfetyreun) estco-Saf et y o

financed by the European Union (Lifelong Learning Programme / Transversal Programme / Key
Activity 3: ICT - European Commission, EACEA) and addresses parents, teachers and pupils. It
approaches the issue of using the Internet safely and adopts a collaborative approach between adults
and children aiming to create a common understanding of the risks entailed in Internet Use but also of

the ways to deal with them.

For this reason, a gaming mechanism and scenario(s) have been developed in an Online Virtual

Environment (http://opensimulator.org/wiki/Main_Page) to familiarise game players with the possible
I nternet dangers through their fAcont randiofteachérs)ar& posur e
invited to escort their youngsters throughout the way. The young game players are invited to use
critical thinking to reveal i confront possible dangers by developing skills, acquiring knowledge,

cultivating the culture of surfing the Internet safely.

Project partners come from various European countries (Greece, Cyprus, Finland, Portugal, Romania
and the UK) under the coordination of the Hellenic Open University. They are qualified in
complementary scientific areas (e.g. child education, adult education, psychology, development of
educational software etc) and work closely together towards the theoretical design and the
development of the game. An extended number of European countries (9) has participated in the

educational activities through game playing and exchange their experiences and successful stories.

It has not been the intention of this project to suggest that possible risks do overwhelm the possible
benefits that the use of the Internet may have in the lives of young pupils. On the contrary, it has been
in the scope of this project to support its participants understand the possible Internet risks in a
realistic dimension and invitedpar ent s and teachers to adopt the role

this way the issues which concern their children and/or pupils.

Target groups addressed include pupils 9-11 years old (however, it is foreseen that older students

may also be addressed by the SimSafety game). Parents, students and pupils have been invited to

play the SimSafety game from home or at school, at time of the day which has been co-decided

among project participants and partners and through their feedback to share their own perception of

the added value of the AFIight Si mulpaintofrviewf batralsol nt er ne !
in relation to what the game has to offer in confronting this specific problem.

It has also been the aim of the SimSafety project that all participants benefit either through their
participation in investigating ways of overcoming an existing problem, in the case of the involved
institutions or through acquiring interesting experience in the case of adults in the role of the

i Chaper onwete,involvdd an the habits and confronted the dangers faced by their children

30/6/2010 6 RACTI
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today. Finally, through a Role-Playing Game (RPG) approach, children have been invited to promote

skills such as critical thinking and imagination, questioning and speculation.
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2. Theoretical Review

In this section of the document, several theoretical issues related to the concepts approached within

the SimSafety project are being investigated.

2.1 Internet Safety Issues

2.1.1 Relevant Background Information

Since 1990 the use of the internet became increasingly popular especially in the developed countries
(Zhao, 2006). And as time passes by, the internet becomes a necessity. People are using the internet
for personal, professional and/or educational purposes. The internet is a worldwide public network of
computers on which people can join and use multiple services such as the sharing of information. The
World Wide Web (WWW) is one of the major services of the internet who hosts information of almost
about anything. On the internet one can find almost everything he/she may require, and can also

socialize, work, and study.

Specifically, search engines are being used to browse through the available sources of information
and can make discovering of information an easy to use game. In addition, the internet offers
communication services where people can use to conduct friends and family that may live in a
different country. Such communication services include MSN, Skype and Yahoo. Chat rooms are
another way for communication through which people have the chance to communicate with other
people that have never met before, or that live in different countries. E-mails are another form for
communicating with family and friends and have now replaced the traditional hand-written letters.
Social networking sites are websites that offer people the chance to create a profile for themselves,
describing likes and dislikes and the expectations of a person from other people. The purpose of these
sites is to enable members to meet other members for relationships, friendships or just simple
acquaintanceships. Lastly, the internet can offer services for downloading. Downloading on the

computer might include music, movies and programs.

As a result of this shift to new technology, the scientific community became increasingly interested in
studying the impact of the internet in peopled s every day | ife (Coll ey

2006). One of the biggest debates among scholars focuses on the social impact of the internet
(DiMaggio et al, 2001). This debate focuses on the internet as a new means of communication and
whether it changes the social ties that existed until now. Opponents of this view, argue that electronic
communication was part of peopleds lives | on
telegraph, telephone), and as such the internet does not change social ties as it is still based on the
communication between the existing face-to-face social network (Tyler, 2002; Putnam, 2000; Calhoun,
1998). Proponents of this view however, argue that the internet provides new means of

communication and includes relationship formation among people that have never met in person, and

30/6/2010 8 RACTI
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are based only on mutual liking and common interests (Rheingold, 2000). Zhao (2006) presented a

comprehensive assessment of the impact the internet has brought on the social construction of reality.

His work revisited the work of Berger and Luckmann an

the introduction of the internet (Zhao, 2006) .
zoneodo that el i mi rsaéwesscializatian evays thrdughochatttieg in the online public
space (Zhao, 2006). At a similar pace, Xie (2007) provides a valuable account of offline relationship
formation developing through online meetings. This assessment verifies the changes that accompany

the advent of the internet in the construction of the social life of people.

Researchers have also been interested to examine gender differences on the impact of the internet
among adults (Colley & Maltby, 2007). Results showed that in adult males the internet has helped
them in advancing or creating a career, in assessing the global impact of technology (positive aspects)
and also in identifying the negative aspects of the Internet (Colley & Maltby, 2007). Women were
found to be affected from the Internet in interpersonal relationships (such as making new friends or
renewing old friendships) and also were found to be using the internet for shopping, studying and

accessing information (Colley & Maltby, 2007). Therefore, the use of the internet and its impact to

peopleds |ives has become an area of continuous

countries are calculating statistics taking note of how many people use the internet annually and what

services are they using from it.

According to Eurostat (2008), 60% of all Europeans have internet access, and 48% of those, access
the internet via broadband connection. Not surprisingly, the highest percentage of people who access

the internet ranges in ages 16-24 (96%). These figures indicate that the younger population is by far

Speci f

nt er

the lead in Internet use. The internet is becoming

conveniences and simplifications in the workplace, school and everyday life. But as the internet
occupies more and more time from our life, the population using it also lowers. In the last decade
researchers started assessing the impact of the internet on children (Greenfield & Yan, 2006; Bremer,
2005). It has been found that in the US children as young as five years old are using the internet
(National Telecommunications and Information Administration, 2002). This trend is also apparent in
Europe lately and it is what has alerted governments and especially the European Commission to
assess its usage, benefits and dangers.

Specifically, as a result of this increasing demand in internet usage and the aforementioned statistics
presented, the European Commission has launched programmes to help protect individuals and
especially children from the dangers that arise from this newly advanced medium. Moreover, as the
starting ages for the use of the internet lower every year programs such as the EU Kids Online

Network (www.eukidsonline.net ) had been launched to collect all available research regarding the

usage children and adolescents have when online and what risks are they likely to face.

30/6/2010 9 RACTI
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2.1.2 Possible Risks

Despite the internetds many benefits, the helpful

always dangers overlooking that one needs to be very careful when dealing with it. Like with every
aspect of new technology, the internet comes out with potential hazards if careful use is not
maintained. These dangers (or risks) can potentially victimize everyone, but most often the targets are
underage children. According to Staksrud & Livingstone (2009), internet risks can be distinguished in

three categories:

fiContent ri sks (where t he child i s a recipient

communication), contact risks (where the child participates in risky peer or personal
communication), and conduct risks (where the child acts themselves to contribute to risky
content or contact)o p.5.

Content-related risks include exposure to pornographic material, child pornography material,
racist/xenophobic or violent material and self-harm related material. Content risks appear to be more
common among European adolescents and children with 4 out of 10 teenagers in Europe to have
encountered such content on the Internet (Hasebrink et al, 2009). Exposure on this type of content
can cause distress, discomfort or threat in young people and teenagers. 15- 20% of EU teens reported
that they had experienced distress, discomfort and felt threatened after exposure to pornographic,
unwelcome sexual, violent and/or gruesome content (Staksrud & Livingstone, 2009). Unfortunately,

little research exists in the area of content-related risks and the impact it has upon children.

Child Pornography refers to visual material depicting sexually explicit activities that involve a child or
children under the 18 years of age. Literature on child pornography is mainly focused on the profiles
and typologies of the offenders (Elliott & Beech, 2009; Quayle et al, 2006; Quayle & Taylor, 2003;
Quayle & Taylor, 2002; Taylor & Quayle, 2001). According to Elliott and Beech (2009) there has been
a significant increase in the incidents of child pornography online where the 80% of the children

depicted in the images and videos are below the age of 10.

Racism refers to an ideology or practice or behavior towards a person or people, which classifies the
worth of the person or people according to racial characteristics (such as color, ethnicity and
nationality). Racist websites that are considered illegal are mainly those that urge people to act
against other people of specific race, color, ethnicity or nationality. Xenophobia refers to an intense
fear of people from different ethnic, nati onal
are considered illegal are also those that urge people to act against people of different ethnic, national
or soci al group than onedbés own. Even though

appears widely on the Internet there is a big gap in the literature regarding the impact that viewing
such material imposes on children. It is assumed however, that just like any other inappropriate
content, racist and xenophobic websites increase incidents of hate among people, and can negatively

influence children and teenagers that are in a crucial age span and can be easily affected and

30/6/2010 10 RACTI
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persuaded in wrong standards. The area of racism and xenophobia online merits serious in depth

research, as such content can easily be accessed from children.

However, during the last years an increasing research interest has arose in the area of self-harm

content. Sel-fhar m websites aim at fAhel pingd people harm t hei
of living. Self-harm and suicide websites demonstrate positive attitudes towards self-injury and suicide.
Suicide websites are mosstuicconineodn |we bksniotwvens .a sReGperaad c her
that pro-suicide and self-harm websites encourage these self-destructive behaviors and that can lead

prone individuals to harm themselves by acting on the ideas that are offered to them (Becker &

Schmidt, 2004; Mehlum, 2000; Thompson, 1999). Further to self-injury and suicide websites, websites

that promote eating disorders (anorexia-bulimia) are also on the rise. Pro-ana and pro-mia (short for

pro-anorexia and pro-bulimia) websites present those eating disorders as a lifestyle instead of an

iliness (Bardone-Cone & Cass, 2007). These websites are associated and offer advice on how to lose

weight, on how to keep the disorder secret from the family and loved ones, and reinforce the disorder

by the use of concepts such as Athinspirationo (Wil
2008). The concept of fthinspirationorefers to presentation of famous anorexic models in an attempt to

idealize the disorder. Many of those also offer information on medication that can help achieving and

maintaining weight-l oss ( Fo x, Ward & OO6Rour ke, 2005) . Only a f
that anorexia and bulimia are serious eating disorders and present the consequences that they

impose on health (Lipczynska, 2007).

Contact risks are the second most common risk category that adolescents are faced with, and cyber-
bullying is by far the most common form of those risks (Staksrud & Livingstone, 2009). Except cyber-

bullying contact risks also include online grooming even though less common as an incidence.

Cyber-bullying occurs when one minor harasses, torments, threatens or humiliates another minor
(child, pre-teen or teen). In cyber-bullying this kind of abuse is conducted through the internet, digital
technologies or mobile phones. In many cases the bully discloses personal information of the victim on
the web humiliates him/her and threatens them. Unfortunately, with the introduction of the internet and
new digital technologies, cyber-bullying became increasingly popular among adolescents and children.
Studies show that cyber-bullying increased in the past few years, with almost 50% of all teens to have
been cyber-bullied at least once in the past year (National Crime Prevention Council). Cyber-bullying
victimization has been associated with psychosocial problems such as emotional distress
(Raskauskas & Stoltz, 2007). Further research identified that victims of cyber-bullying often show low
self-esteem, suicidal ideation, cyber-bullying back, depression or anger (Hunduja & Patchin, 2008).
Suniti Bhat (2008) in her article on cyber-bullying describes detrimental cases of victims of cyber-
bullying. Children as young as 12 years old, have come to end their lives as a consequence of being
unable to deal with the cyber-bullying they suffered (Suniti Bhat, 2008). Moreover, Wang et al (2009)
studied the various forms of bullying including cyber-bullying in the US and showed that parental

practices may be the key in protecting children and adolescents from being bullied and being bullies.
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Online grooming refers to the incidents where pedophiles enter chat rooms that are used by children
and approach them with the purpose of later engaging in sexual contact with them. According to the

Diagnostic and Statistical Manual for Mental Disorder (DSM-IV), pedophilia occurs when a person:

fover a period of at least 6 months, has recurrent, intense sexually arousing fantasies,
sexual urges, or behaviors involving sexual activity with a prepubescent child or children
(generally age 13 years or younger); the person has acted on these sexual urges, or the
sexual urges or fantasies cause marked distress or interpersonal difficulty; the person is at

least age 16 years and atleast5yearsol der t han the child or children defi:

Pedophilia existed |l ong before the introductd.i
however, pedophiles have found new and better grounds through which they can access and seduce
children. Online predators are usually looking for vulnerable children that face several emotional
problems (home or school oriented) and by pretending their friend they attempt to gain their trust and
friendship. When they manage to do that, they then try to meet those children offline and abuse them.
The pattern is pretty much known by all prevention messages and awareness campaigns organized
for educating people in all countries. Wolak et al (2008) however, argues that this is not enough and
may not even be helpful. By especially addressing adolescents, the researchers stress the need for
new prevention strategies that wil/l take into
and sex (Wolak et al, 2008). As the authors continue, particular attention needs to be given to
vulnerable teenagers referring mainly to those who have experienced sexual abuse, those who have
conflicts with their sexual orientation and those who exhibit patterns of risky behavior (Wolak et al,
2008).

Conduct risks refer to those that can potentially create the pathway for online groomers to act.
Specifically, disclosure of personal information is one of the key behavior risk factors that children and
adolescents exhibit on the net. Social Networking Sites are very popular in people who use the
Internet from all over the world, with teenagers being the most common users. In these websites, each
member is required to create a profile where he/she enters information about them such as contact
information, interests/hobbies, profile picture etc. In a recent study on Social Networking Sites (SNSs)
Taraszow et al (2009) have found that young people are revealing crucial personal information (real
name, gender, age, facial pictures and email addresses) on Facebook™ and accept friendship

information from strangers that can potentially prove harmful for them.

Finally, a new threat has appeared in the past year that is concerning authorities from all over the

on of

consi de

world. While the Internet i s becomi flegmany childrena@arsls ary t o

young people have started exhibiting patt eimnterset
Addiction refers to the excessive use of the Internet to the extent that it affects the daily life of a
person. Internet Addiction is associated with prolonged usage of the Internet, with a loss of interest in
performing any other activities such as socializing and getting out of the house. Research in the area
of internet addiction is still at its very primitive stages, but professionals have identified associations

between aggressive behaviours and internet addiction (Ko et al, 2009).
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2.1.3 Action Taken So Far

The awareness campaigns for safer Internet throughout Europe have been designed using a variety of
resources and target children (starting from the age of 7 years mainly) and teenagers as well as
parents and teachers and in some cases even seniors. All EU countries (except Estonia) plus Iceland
and Norway are currently running an Awareness Node which is responsible for educating their citizens
about the safe use of the Internet and the risks associated with it. The umbrella organization for all
Awareness Nodes, named INSAFE, managed to collect all main actions taken so far from all EU

countries, to raise awareness on the dangers of the Internet.

In planning this kind of campaigns, during their first years of establishment, Nodes were mostly using
traditional promotional material such as: leaflets/brochures, flyers, posters, teaching/lecturing material
and classroom-based lesson plans. On their websites, Nodes moreover provide tips, FAQ, links and
addresses, guides, news, glossaries with terminology/ vocabulary and checklists i all related to

Internet safety issues. Actions | i ke 0qtoattsactt users

of

to stay online and surf the Nodebs website. The

interested individuals up-to-date via subscription to a newsletter. It furthermore encourages mainly
kids and teens to participate in discussions in blogs and forums. Also individual and organization-
independent blogs have been created to share knowledge and experience about Internet risks.
Recently, Nodes and other Internet safety centres started to develop and use more creative,
innovative and interactive material specifically designed for children and teenagers. Material of this
more audio-visual material include books on Internet issues for youngsters and their recommendations
to parents and teachers, collectable cards for the very young ones with Internet tips, animated
cartoons on various Internet matters, stories and fairytales, pod-casts, documentaries, TV and radio
spots as well as interviews, (interactive) websites appropriate for children, (interactive) quizzes and
tests on Internet knowledge and behaviour in addition to games. Three different types of games
offered: (1) children safe games, i.e. appropriate for the age, without violence, racism and/or sexism,
(2) games that were developed to focus on Internet safety issues in particular and (3) games that
children and parents play together in order to find out what they know about each other with respect to
safer Internet behaviour and knowledge. In addition to the above, various Nodes, the EU, research
centres and universities prepared surveys and questionnaires as well as conduct qualitative research
in order to identify the status-quo of Internet knowledge, behaviour, attitudes and perceived risks of
children, teenager, parents and teachers. The results are also used by some Nodes for publications in

scientific journals as well as further development of awareness tools.

Besides having an Awareness Node, the majority of EU countries also offer a Hotline for reporting
illegal Internet content (INHOPE is the umbrella organization) and a Helpline for advice and coaching

individuals. Other services made available to people in some countries are email advice within 48
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hours, an Internet ombudsman, a godparent bank which allows schools to look for a sponsor so as to

explain the basics of safe Internet use to their pupils.

The Awareness Nodes and INSAFE organized many national and transnational events within the past
years. Examples of these events to raise awareness and get people more involved are:
workshops/seminars at schools for pupils, teachers and parents, the annual Safer Internet Day (SID),
various conferences across Europe on diverse Internet related topics, informative kiosk stands, game
zones, the Pan-European Youth Forum on Safer Internet, a blogathon on SID, youth competitions
(e.g. drawings, creation of audio-v i s u a | materi al related to the individ
tables on a range of topics related to Internet saf e

pornogr ap hfgstvalsetccyber

Besides Nodes, governments have taken serious actions as a necessity due to the development of the
Internet and its risks and challenges. For example, a national European parliament passed a bill to
block child pornography Web sites on top of the adopted Prague declaration which engages EU
Member States in ensuring a safe online environment for young people and combating child sexual

abuse material.

All above mentioned materials, events and services cover the subsequent Internet related contents
(the list gives examples and might not be exhaustive):

A The Internet in general with its history, safety of youth and age-related safety;

A Software and connections: operating systems, browsers, email programs, chat and Instant
Messaging (IM), chat language, getting connected safely, Internet surfing;

A Security software: firewall, anti-virus software, anti-malware software, child locks, encryption
of data and connections;

A Internet connections: modem and broadband connections, wireless networks (WLAN), mobile
phones;

A Internet software: audio/video software (Flash Video, Windows Media, QuickTime, Real Media
etc and You Tube etc), peer-to-peer networks (file sharing), Internet calls (Voice over IP
(VolP), Skype);

A Virtual communities: social networks, profile, contact with an unknown peer/person, sharing of
photos, web camera;

A Services on the Internet: online banking, online shopping, public services, safe use of services
(user identification, secure websites), partner search;

A Security threats and protection against them: malware, email worms, network worms, bot,
Trojan horse, backdoor, spyware, adware, Data system break-ins and data thefts, spam,
frauds (phishing, chain letter, 6The Nigerian | et
as computer protection against malware and safe use of email;

A Other Internet risks: cyber harassment, cyber-mobbing, online rip-off;

p>

Computer games & PEGI;
A Sexuality;
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Protection of privacy;
Netiquette;
Used computers and data protection (instructions for buyer and seller of a used computer);

Legislation and the Internet: copyrights;

> > > > D>

Mobile phones.

Despite the huge existing variety of awareness materials, services offered, events happening and
contents covered all have but one primary goal: bring the message across to the people from all walks

of life that the Internet not only has risks but also brings opportunities and fun.?

1 Further information regarding Internet Safety Issues is provided in D5.3: AfEwmnht Eval uati on Re
available through the project portal.
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3 Learning Theories and Game Playing

Game learning promotes student motivation and interest in subject matter, enhancing thus the
effectiveness of learning. Learning through games provides stimulation and interest to learners
through the role of #Afund in | earning. Adding

enjoyable and compelling, but more effective as well (Prensky, 2002; p. 4).

One of the main characteristics of an educational game is the fact that the instructional content is
blurred with game characteristics. A game should be motivating enough so that the learner becomes
personally involved with playing it. While playing the game, the learner responds both emotionally and

cognitively. This response actually results from interaction with and feedback from playing a game.
Some of the reasons that make games engaging are the following (Prensky, 2001):

- Games are a form of fun. They offer enjoyment and pleasure.

- Games are a form of play. They promote intense and passionate involvement.

- Games have rules. Rules provide structure.

- Games have goals. Goals are motivating.

- Games have outcomes and offer feedback. They promote learning.

- Games are adaptive. They have flow.

- Games entail conflict/competition/challenge/opposition. They increase motivation.
- Games entail problem solving. Problem solving sparks creativity.

- Games involve interaction. Interaction promotes socialisation.

- Games have representation and story. Stories and representations increase emaotion.

There are different opinions of what the characteristics that consist a game are. Game features such
as interactivity, rules, goals, challenge, fantasy, curiosity, control etc. are considered to be essential
aspects of a game. Most importantly, though, playing a game is about 1) playing voluntarily, 2) being
intrinsically motivated, receiving pleasure independently of external rewards, 3) participating in an
activity physical or intellectual, 4) adopting a behavior that differs from any other kind of behavior in
that it has a make-believe quality, 5) decision making, 6) creating special social groups, 7) reaching an

outcome which is different from the staring state of the game (Salen and Zimmerman, 2004).

3.1 Child Learning and Game playing

3.1.1 How children learn

Understanding how we learn is a challenge that has always interested educators, psychologists and

philosophers. From a historical perspective, we must highlight, at least, the work of John Dewey,
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Maria Montessori, Jean Piaget and Lev Vygotsky. However, there is so much research and reflection
on how learning takes place that it does not make sense to pay attention solely to a limited number of
authors, specially because presently it is universally accepted that what we think cannot be put aside

from what we feel.

Many researchers who have been studying learning processes converge or overlap a large part of
their remarks. To Piaget, for example, knowledge spontaneously acquired is the most important form
of knowledge and the only one able to influence changes in development; however Vygotsky argued
that spontaneously acquired knowledge (spontaneous concepts) is not the main focus of development
although it is important because it is historically related and influences knowledge that is not

spontaneously acquired.

In general, research has shown that children learn through active participation in meaningful activities,
through social participation, through the adoption and implementation of new information with existing
knowledge, by restructuring what they already know and becoming reflective and self- regulated,

preferring to understand instead of memorizing.

How much we learn depends on several factors. For John Holt, for example, how one learns depends
on our willingness and time to do the task and the skills we possess to perform. When we feel
competent and confident the difficulties are not as daunting as we might think, due to our belief that,
sooner or later, we will overcome them (Holt, 1983). However, it is impossible to separate the activity
from the skills involved in it (Holt, 1995b).

Giving an inaccurate interpretation of Dewey's maximum according to which children learn by doing,
some authors state that they also learn by seeing (Lloyd, 2003). They learn through a process known
in math by successive approximations, comparing results with objectives, analyzing the differences

and trying to fix their mistakes (Holt, 1995a).

From the perspective of Seymour Papert, children learn by doing and by reflecting on what they do
(Papert, 1971) and Vosniadou (2001) claims that they learn best when their individual differences are
taken into account. John Holt, in turn, adds that they learn best when learning content is embedded in
a context of real life (Holt, 1995b), on a continuum of experiences, as highlighted by Dennison (1999).

Bransford and his colleagues believe that children can learn almost anything if they are motivated and
use real willpower and effort. When people need to learn things that are not so familiar, they need to

develop intentional learning strategies (Bransford, Brown, & Cocking, 2000).

Children frequently use features of the world around them and adopt the attitudes of others. Alan Kay,
for example, believes that children are naturally predisposed to learn from their environment by
observing adult activity and playing imitation games. Learning as a process also occurs incidentally or
accidentally and not intentionally (Spector, 2006). However, young people, especially children, have

an innate need to understand the world and everything that relates to success (Speck-Hamdan, 2005).
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Many of the major identifying characteristics of a community or culture, and how we can live in it,

occur in the childrenaghplianjitrag i emvigraoneme n(tKkatyhr 2 00 3)
use fantasy not to get out of, but to get into, the r
who Montessori defended as necessary for children to perceive and live in the world around them has

been recovered recently by Alan Kay and taken into account, due to its powerful potential, especially if
children are placed Ainto 20th century environments
(Kay, 2003, p. 1).

Interaction appears to be an important factor in learning, whether developed individually or in groups.
Some researchers argue that interaction holds one of the best ways for students to become experts in
a particular area (Kafai & Ching, 2004). In spite of some of the oldest theories of learning believing
that "humans think and learn through the manipulation of abstract symbols by logic rules” (Gee, 2008,
p. 21), modern researchers argue that people learn primarily through reflection on experience and not

through abstraction and generalization.

Nowadays, given the preponderance of the technological characteristics of the world, interaction is

often carried out through the mediation of complex equipment which can lead to question its relevance

to children's | e a maosiobuwpus behefihie thae ahildrenfildatn hbowe technology by
building things of significance, such as game softwa
for the use of new media fiby wusing their (Kikorianwl edge ¢
Wartella, & Anderson, 2008, p. 41).

By considering | earning as a social practice, in the

emotions, and even behaviors by observing others in t

3.1.2 Games and learning: Grounds for a successful experience

Motivational traits play a significant role in education, emerging as a central reason for introducing
games in schools. Games are familiar to students, thus relating school to their everyday realities,
allowing pupils to deal with concrete purposes and contributing to a greater self-confidence. Mutual
help, overcoming mistakes, different learning paces managed easily, the sense of reward,
communication, team work and debate skills, as well as ICT competences emerge as relevant social

and educational outcomes (Wastiau et al, 2009).

Moreover, Pivec and Kearney (2007) point out that enjoyment can arise as an effect of learning,
associating motivation to intrinsic rather than extrinsic motives. In their study, students were
challenged to construct their own games, learning through experience and practice. Furthermore,
these authors believe the |l earning value is higher

critical thinking, group communicaton, debat e and deci sion making are of
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On the other hand, although fond of game playing, students have shown to assume a critical position

when faced with its academic application. Commercial off-the-shelf items foster high expectations

towards technical quality, graphics, accuracy, among other settings. And adapting commercial games

to the | earning process encounters another set of 0
necessary time to adjust the features, compatible and efficient technology, as well as the required

|l icense agreements and its corresponding costs. I n st
et al, 2009).

Combining games and learning can also be a rather labored task for the teacher. It demands not only
the ability to properly moderate and debrief student
adequate pedagogical framework. In order to achieve a successful learning experience, the Games in
Schools project (Wastiau et al) found teaching skills to be more relevant than gaming competences:
fiuUsing games in a meaningful way within | essons depe
teaching skills than it did on the development of any new, game-related skills. Far from being
sidelined,teacher s wer e required to take a central role in s

through gameso (4).

Defending a depreciation of -Nielsen (200®)npashds the argumenn t s Eg
further but, at the same time, enhances the educat i on al out comes: AThe game e
integrate learning elements and not let the game elements stand out. On the other hand, if the players
are not aware of the learning elements, this will undermine the learning experience and, especially,
thetansf er val ue. The transfer has to be made explicit,
(205). If out of control, entertainment characteristics are seen as a barrier. Accordingly, the author
states learning experiences with games have a lot to benefit from the combination of more traditional
teaching forms, like taking notes in a notebook (204). The Games in Schools project (Waustiau et al,

2009) emphasizes this strategy as particularly successful when it comes to retaining information.

In this scenario, students are expected to dominate and react positively to the use of technology.
Notwithstanding, differentiating levels of ICT expertise has proved to be difficult, thus is acting upon
pupilséd competences. As Swhatdvasccleatt was that the expge@abioh &hat ar g u e,
student expertise in games play can be conceived in a linear model was problematic as a conceptual

model to underpin the design of learning activities with computer games" (47).

Defining media literacy is indisputably a demanding task that requires more profound investigation,

especially in what concerns gaming. Several domains emerge when dealing with the development of

technological skills. In a research on gender disparities towards game playing, Hayes (2007) suggests

that, in order for girl s indudes eotrdnly anastery gfatechmical ,skill§ e x per t i
but also modes of problem-solving, specialist language, design knowledge, and the appropriation

of oOstaevevhy 8 i dentitieso (184).
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Otherauthor s propose alternative approaches to the idea
of expertisedo (Gee, 2004) or #dislands of expertiseo,
become interested and in which they develop relativelyd eep and rich knowledged (Cr
2002). As a result of interactive features, Gee (2007) also stresses the adaptable nature of gaming

expertise: fgame design doesnét really come into ful
actonsint he gameodo (5). In fact, despite the array of p
conceptions of expertise in formal learning contexts, functionally adapting them to the diversity of

educational goals, remains fairly experimental.

In conclusion, the simple presence of a game does not guarantee an effective learning experience. A
large number of success and failure factors underpin the use of games for educational purposes. The
game itself, the students, the teachers and the context pose different challenges. Different elements
single out in accordance to the reasons for introducing gaming as a learning resource and, probably to

a greater extent, to the knowledge or skills aimed for.

3.1.3 Adult learning and Game playing

Probably every computer user has played a computer game at least once, while nowadays computer
games are part of everyday life of many computer users and especially young people. Millions of
young people i and many adultsi spend hours daily involved in games, therefore games play a vital

part in contemporary culture.

Although games had received an initial criticism focusing on their negative effects (addiction, unsocial
behavior, violence), contemporary research has revealed far more positive aspects of games, such as
their educational value (Aguilera & Mendiz, 2003), their aid in socializing (Garvey, 1971), development
of favourable attitudes to social issues such as the conservation of the environment and improvements
in the classroom climate and interrelationships (Heitzman, 1974) or in enhancing logical thinking and
decision making (Ellington, 1977). According to Estallo (1994), games can be instrumental in both the
emotional and intellectual development of adolescents. Surprisingly, he goes so far as to assert that
the game players usually have a higher intellectual level than non-players belonging to the same peer
group. There are studies (Gabriel, 1994) which from the past decade foresee that games of social
simulation (like the Sims and the Second Life are today) and of historical simulation and strategy (like
Civilization) will be accepted and used in the future as important knowledge tools. Nowadays,
scientists accepting the contribution of a game to the learning process, are developing models like
GAeL-Game Accelerated elLearning (Fladen & Blashki, 2005), that utilizes game principles in a

learning environment.

During a game t he user 6s brain produces dopamine (
transmission can affect the learning process and concentration; enhance behaviour and is critical for

sensorimotor functions in the striatum (Robbins & Everitt, 1992; Schultz et al, 1993). Apart of the
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medical indication of improved learning capabilities during a game, educational theories (Johnson et

al, 1981) are highly related to games. More precisely the theory of experiential learning (i.e. if you do it

you learn it) is one of the key elements of a game providing that the users have to navigate
themselves in the gameds world, follow a gaffieet scenar
the outcome of the game. In many cases they are made to repeat the same action several times in

order to succeed. Also the theory of inquiry-based learning (i.e. what will happen if | do that?) is

relevant to games as they give the user the chance of unl i mi t ed navigation round
The user often tests new ways of handling the obstacles that emerge and has to try new techniques or

invent tricks to get past them. In a similar manner, the theory of self-efficacy (i.e. if you believe, you

will manage to succeed; you will try much harder) is related to games, since all games have points,

levels, items that the user has to collect and, therefore, is motivated to continue playing and trying

constantly for a better result. The theory of learning through a specific target (i.e. you learn better if

you work on a well set target) is related to a specified objective that all games have. Additionally, for

the theory of cooperation based learning, studies in classrooms have proved that team work improves
significantly the learning process results. There has been an improvement of 50% in comparison to

individual learning process (Johnson et al, 1981).

Furthermore, apart from the knowledge that can be acquired through playing, it is possible to outline a
series of procedural objectives that video games can help to fulfill (Aguilera & Mendiz, 2003). Among
them, it is important to emphasize the following: Reading (some games promote book reading, such
as the Lord of the Rings), logical thinking, observation, spatiality and geography (during games such
as Civilization IV that involve spatial representations), problem-solving and decision-making, strategic

planning (the two latest being important in strategy games such as Civilization V).

The time we spend on the game is also a very important factor that enhances the learning process. It
is evident that we are able to learn a subject much better if we spend more time studying it. Statistic
analysis proves that an average American gamer spends an average of 6.8 hours per week on
videogames (www.theesa.com). Respectively in the 2004 American Freshman: National Norms
Survey by UCLAG6s Higher Research Institute shows tha
eight hours per week to do their homework. If pupils had access on their daily homework through

educational games then they would double the time on their homework (Mayo, 2007).
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4 Parent-Child Collaboration

Schools generally have highly structured, discipline-s peci fi ¢ curricul aanddni ttl e A
inflexible schedule. It is, therefore, often quite difficult for schools to adapt to the needs of a complex

learning game (Prensky; 2007). Under these circumstances, the role of the parents arises as highly

important.

4.1 Good parenthood

As collaboration of child and his or her parents are focused in the project SimSafety it is also important
to understand how parenthood is being considered from the viewpoint of the children. What is a good
father or good mother like asked Leena Valkonen who examined fifth and sixth graders' conceptions of
parenthood in her study of University of Jyva@skyl?a& F
the children, a good parent (1) makes the child feel important, (2) takes care of the child, (3) is 'nice’,
(4) sets limits and educates, and (5) 'leads a decent life' (i.e. shows responsibility in his/her adult
relationships and in using alcohol). The research raised the possibility that regarding the child as
important and living a responsible adult life might constitute the basic conditions of good parenthood,

with the other elements of good parenthood being built upon these foundations.

The children in this study also emphasized care as an important element of good parenthood. The
most frequently mentioned expressions of care were loving, caring, taking care, worrying, doing
housekeeping tasks, setting limits, helping, and providing for the family. The children's multiple
definitions of care challenge us to take parental care seriously, both as a subject of investigation, and
as a concept defining parenthood. The results of this study may also lead us to examine more closely
how parental authority should be constructed today, and to discuss moral and ethical adulthood as a

prerequisite of good parenthood, was the conclusion of the researcher.”

4.1.1 The time use of the families

After the time use studies of Kela ® 60 % of Finnish families suffer for lack of time together. The
depression and stress of children and adolescent are the result of this problem. The reason for this
problem might be in the unequal sharing of housework between family members and different leisure

time activities. In Finland the rate of women employment is 68,9 %."

2 Leena Valkonen: Doctoral thesis: WHAT IS A GOOD FATHER OR GOOD MOTHER LIKE?

Fifth and sixth gradersdé conceptions of parenthood.
Social Research.. ISBN: 951-39-2511-0.

3 Kela - The Social Insurance Institution of Finland, http://www.kela.fi/in/internet/english.nsf. Child

perspectives on income and time use in Finnish families
http://helda.helsinki.fi/bitstream/handle/10250/8177/Selosteita68.pdf?sequence=1

4 Conferation of Finnish Industries EK, http://www.ek.filwww/en/index.php
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In this context SimSafety has good possibilities to be an important factor in the hectic everyday life of
the families. The educational use of computer, children's wish to share the cyper world with their
parents and parent's concern about the Internet dangers are all questions which can be answered by

playing SimSafety - game together at home.

4.1.2 Parents on the Internet

After the research published by Information and support centre for adolescence Helppimesta ry ° the
Finnish school children think that their parents are not familiar enough with the Internet issues. 1800
children were asked and 864 think their parents should get more informed about the Internet world
and share it with their children. Every 4th child tells he has seen some scary things like murders, porr,
violence, rapes, exorcist, robbery, skinning an animal, ripening, blood, knives in Internet against the

own will.

The relations between the families members have been changed since the computes became a part
of the family living. The children are more independent of their parents and maybe they have some
skills their parents do not have. So there is a need of an educational way for sharing time on the
computer. Children's enthusiasm could be a basis for the new learning culture in the family and at
school and an opportunity for parents and teachers. This opportunity is the basis for SimSafety parent
- child collaboration. The parents can be more helpless against the Internet - bullying than the bullying
happening in the class room or in other spaces controlled by adults. The bullying mostly happens at
school or in Internet shows the research "Child's voice 2009" of Save the children Finland.® This is due

to the fact that children are would like to spend more time on the computer together with the parents.

The educational use of Internet protects the children against bullying when they have no need to surf
free and so expose themselves to bullying. In the common Internet use the children can make use of
their technical skills and parent of their experience of living when the parents recognize the danger of
bullying. But the parents shouldn't let the possible danger overwhelm the benefits.

4.1.3 Parent i child collaboration within SimSafety

It is the intention of the SimSafety project to make the parents and children aware of the risks and
dangers of the Internet use but in a realistic way. At the same time the project will be focused on the
benefits of the Internet use in the daily life. Bringing the SimSafety - game trough the teachers to the

parents the SimSafety - project and Dafnord Association does not just take responsibility for

6 Helppimesta ry is a politically inpendent Information- and support centre for adolescence supported
e.g by the Finnish Ministry of Education and the Finnish Ministry of Social Affairs and Health.
http://www.helppimesta.fi

7 Child's Voice 2009 is an annual survey for adolescent by Save the Children Finland; a national
organization fighting for children's rights, more http://www.pelastakaalapset.fi/en/home
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answering to the need of school children but also complementing the Finnish national core curriculum.

One of the cross-curricular themes is called Information- and communication skills.

The project collaboration with parents begins with an information letter about the project and its targets
and aims. Parents, children and teachers will answer the on line questionnaires with similar questions
in their own language or in German or English if the questionnaires will be used as a part of language
learning. The results will be used a basis for the further parent - child - collaboration. After the results
of questionnaires have been summarized by the local coordinator the project and the aims will
presented at the parents night. The collaboration between parents also will begin in this phase. The
best result will be reached when the parents and children play the Internet Safety game together at
home. Playing the game together is a natural element of the collaboration and also other issues can
be taken under consideration. When the parents get together to play the game they also can protect
their children against bullying and other Internet dangers by discussing the topic and shared

responsibility.
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5 Online Virtual Environments

The online learning environments bring up teaching/learning contexts in which the physical and
temporal constraints are quite different, i.e., there is no longer a place and time where the learning
process takes place. These environments are also made by teachers and students, although the role
of each of these actors also changes influenced by the potential that technology offers. Thus, teachers
and students interact in a structured, organized and interactive online environment in accordance with

the purposes of learning, but that can be exploited in multiple ways.

For Miranda et al (2005) "The potential of online environments, in aspects of communication or the
provision of tools, little constrained by time or location, can facilitate student-centered learning, based

on scientific approaches to teaching, valuing their learning styles "(p. 1897 and 1898).

On the other hand, Miranda-Pinto (2009) recognizes that "learning communities supported by the
Internet are developed by seeking a collaborative work, where learning built collectively is assumed as
individual and collective knowledge" (p.164). The purpose of these scenarios of distance learning is to
promote cooperative and collaborative practices between autonomous actors independently and built
according to the characteristics and learning needs of each. According to Miranda et al (2005) "the
student may only be the keystone of their knowledge when taking into account their experience, their

aspirations and their learning styles" (p. 1897).

For the teacher, these online learning environments became an ongoing challenge, because the intent
is to constantly motivate a dedicated participation and to implement the educational objectives
provided. Equally important is the preparation of content and activities that can be explored by
students with alternatives and different pathways, thus seeking to develop a learning process, built by

the student according to his background and life experience.

Jessen (2003), states that children and their culture of play have changed in recent years and this
change is often attributed to the influence of electronic and digital medium that have invaded the area
of leisure of the children and their everyday educational contexts. The games and digital technologies
are a unique culture of the child's world and a way to relate to others in society. The child's social life
in our society is impregnated with the various technologies and the access to these is increasingly
facilitated by their contexts, school and family, where the child develops its action and learning

process (Gros-Salvat, 2004).

The online environments are increasingly experienced by children and young people in any activity,
online game or social network. There are many online environments in which children and young
people participate each day, thus becoming knowledgeable of technology and various communication

tools. Therefore, these technologies and tools can be used for institutionalized online learning
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environments and used for teaching. According to Figueiredo (2001) "in networked environments,
finoded student s, community member s, feel t hat
adventure - one adventure where they build their knowledge, but they contribute also to the

construction of otlhersdé knowledge" (p. 4

We believe that online learning environments lead to new forms of interaction and learning among
children and young people, if they are built with pedagogical intent. This, results in a real change in the
teaching-learning process, which becomes better suited for each individual style of learning. It is clear
that the creation of these environments requires the adoption of adequate principles relating to design,
structure, colours, text, navigation, images, videos, graphics, sound, usability, interface and
interactivity (Lima and Capit«o, 2003) .
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6 The Conceptual Designofi Si mSaf et yo

6.1 Background and purpose

The purpose of the Game has been t o create a simulated envi
dynamically changing and many-to-many virtual environments, in which internet risks could be
presented, encountered and experienced by young players in a controlled way. The approach has
been scientifically grounded on the thesis that children do not learn optimally dangers they do not
experience. Merely talking about them or advising them how to avoid a danger is not sufficient to
make a young person comprehend the risk and avoid an associated danger. Moreover, the current
generation faces one additional problem; they try to protect their children from dangers they
themselves have never experienced, as these dangers appeared following the recent technological

revolution. Even worse, many parents do not even have a clear idea of what constitutes a danger’.

Within the controlled environment developed in the context of the fSimSafetyg a number of internet
related dangers have been simulated and presented in a controlled way, semi-randomly to young
players in ways that challenge them make decisions and take actions. Their decisions and actions are
directly evaluated using a scoring system that rewards for winning strategies, required knowledge and
skills, selected behaviors and choices; at any time a player is considered a winner as there is a

continuous fAranki ngo sy sjlagemgames mthemaokats t o mo st

The Game is designed to be flexible. It can be played asynchronously by a single player, or it can be
played dynamically in multi-player mode. It is possible that children from the same class or school play
against each other, or they play together against children from other schools, for example, in the spirit

of an organized school competition. It is designed so as to be dynamic and expandable.

The Game has provisions to fAiconnectodo its cont
respective educational and awareness materials. This allows Players to access and interact with
digital information of various types, search for specific information, learn about the pan-European
Safer Internet Program®, the Awareness Nodes and associates Hotlines and Helplines and their

respective pan-European Associations®.

Thus, the SimSafety Game creates a link between all safer Internet projects currently running in
Europe and assumes a central position from which one can learn by doing, experience simulated

dangers in controlled ways, contact relevant stakeholders, or simply have fun learning new things.

7 The authors have implemented another project focused exactly on this issue; the project is funded by
the Cyprus Research Promotion Foundation and can be found at http://inetrisks.cti.gr

8 Safer Internet Plus program

9 Insafe, Inhope
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6.2 Game Environment

The Game is played within a relatively large-space environment, which is however relatively well
defined. The cmeentwar lodfdo tihse sfiignmaul at ed through a | ong
have access to most buildings, various other constructions and importantly special areas where the

various game activities can take place. The following types of spaces have been developed:

1T Before enteri g ermirSnican®mtfo e thyads, been devel oped which

through the SimSafety Project portal (http://www.simsafety.eu) . Thi s fentrance poi |

the following functionalities:

o Download / customization of the fiSimSafety cliento i n an easy and quic
order to access fASimSafetyo.

o A | i nk Sim$afety Develdpment Teamoé i n t he Si mSafety client
Si mSafety Client System Requir eieanmoidsveryand som
common technical restrains.

o0 Appl yi ngewfavmtaroa pfioces s, which offers the chanc
pupils/students to apply for an account.

0 An Ac@ount management systemo fr om where accounts to ASi

authorizatonei t her from the administrator of t he en

user o wi t h proper rights (e. g. a teacher w h
iSi mSafetyo to his/ her school student s)
o fDynamic content update systemo , of fering the posdi hislkirby t o

update the content of some s ectdgoupdatingthe A Si mSa
content into the Al nfo Centrebo

o Edi ti ngprofiledc tohfe eflach Si mSafety user.

0 A fHall of Fameqg from where a SimSafety user can see the scoring of the players
who scored the highest scores. Scoring is presented analytically and as a total.

o The | Freendsoo ft fiat a Si mSafety wuser has acquired

0 A Dbilly management systemd6 whi ch offers the possibility
(@alter the Abullyingd phrases and (b) change t h
bullying addressee, for teaching purposes.

0o An fadvertisement management systemo which offers the possibility to an
fadvanced usero to (a) al t e(gb)chahge théifeequeneyr t i si n g/
of spam harassment as well as (c) its addressee, for teaching purposes.

0 fBcoreupdated0 aunsefisd | evemeapdat ems which allow fo
of the individual scoring by an advance user (e.g. teacher) for educational purposes
(e.g for skills acquired through the game but became evident only through classroom
discussion.

0 A sidibmitfeedbackd possi bility, so that users contact

0 A slilort Game manualowhich supports the new SimSafety player during his/her first

attempt to join SimSafety.
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o fBtatisticsd0 which keep a record of the number of ac

o An Implementation Albumo whi ch includes a collection o
implementation in various countries.

o A U8er Trackingd mechani sm which provides some very
activity in SimSafety.

0 A SiimSafety demo videoo .

T As soon as a uSmSafetyogg s ei/ s hientcanii fi nd.

0o A g e n eReaeption iand Welcomingo area, wher e Pl ayers re
registered the system remembers them and they can enter in-world multiple times,
keep their Afriendsd continue from where they
same mini-games (with different content) with probably other players.

0 A fifutorial Regionodis alsoincluded i n the MARecepti omMhisssnd Wel ¢

an area where the user can find information on how to navigate inside the game.

o fMini-game Registration Areasof r om wher e a t e aRegisterafPd ayer s
Group, 6 for a s.pecific Game

o fGadgetso s cedl intSamiSafety around which specific educational activities have
been developed.

o fMaps<t allowing teleportation to the most important places

o0 Knowledge and Awareness Centr e k n o wnfo Cestredi i nsi de HismSafety
area is simulated as a building with a large space that features lots of sub spaces.

o A Miltilingual Info Centreo . Thi s i s a small er area whic
important information translated in all partner languages.

o Areas for other activities and pleasure. These include Interaction rooms (e.g. a
room with a ball moving, writing in the wall, playing with 3D puzzles), New
buildings/areas, Appearance customization area, implemented in-game video
functionality. These spaces also serve social purposes. This is where Players can
meet, interact, meet new people etc. The availability of such spaces also serves

realism and real-life correspondence.

6.3 Game Settings

Participation in ASimSafetyosutnay: take place in differ
1 Fixed number of Players: A minimum of 5 Players enter i SiSef eat thedbsame time and
go from Game area to Game area competing on the same problems. While competing to
maximize their score, they are also encouraged to collaborate in the search of information
required to deal with the problems, answer the questions, support peers when they need help
(e.g., when one is bullied), etc. The winner of this type of a Game is the Player who achieves

the highest score when all Players complete all tasks.
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1 School competition: Five players from each school enter i Si m S aancd renyain together
as a Group until the end of the game. The Game includes mechanisms and the possibilities
for players of a particular school to interact with players from other schools. The winning
Player is the one that not only performs well in the Problems posed and in the collaboration
with his peers, but also the one who is most sociable and succeeds in making new friends

following internet safety rules.

1 Free competition but with participating schools: Same as School competition with the
difference that Players are let alone to move freely through the environment, meet people and
make friends, create alliances, play asynchronously in different places from one another. They
are not constrained to ficoll abor dhegaie emcourabed
to move through the environment comfortably, make new and good friends and acquire

knowledge and skills.

1 Completely free and continuous Game: This setting allows Players to enter at any time. In
case we do not have sufficient gamers, in-world at the same time, it could be decided to begin
with opening hours such as every evening 19.00 - 20.00. The morning hours could remain

reserved for schools. A Gamer enters and plays randomly.

6.4 Scoring and Gadgets

Each player receives different kinds of scoring such as:

Mini-Games score

There are three different mini-games implemented in SimSafety. When a player takes part in a mini-

game, the score is added to the playersémini-game score.

Quiz score

This indicates how well the player is doing with quizzes. Every time a quiz is answered, the score

gathered is added to the players current quiz score.

Explore score

The larger the explore score is, the more the player is moving in the world, entering buildings and
taking various actions. There are sensors located throughout SimSafety so the player movements can

be tracked and scored.

Bully score

Cyber-bullying is simulated in SimSafety. Depending on the actions of the player concerning the

bullying activities s/he is involved, the bully score is updated.
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6.5 Rules for functions

1 Disturbances: Disturbances are situations created by the Game system engine. They target
only specific Players at a time with the aim to challenge them and provoke them take actions
for which they will be awarded or punished. In terms of programming, every Player has a
certain number and type of Disturbances that s/he should encounter throughout his/her game
activities. Di sturbances are like invisible fADaem
are actually inherently destined to challenge one to learn to distinguish what is right and what
is wrong (in many cases by fooling a Player into making a mistake for which s/he is paying!).

Disturbances target all Players in a consistent and documented way.

6.6 Simulation of Internet dangers

6.6.1 Simulation of Negative activities

1 Bullying: Players are being bullied in multiple occasions throughout the Game. The Bullying is
set automatically randomly for each Player at the start of the game. It is scheduled, monitored
and documented by the Disturbances Engine in the following way: A persona completely
unknown to the player simulated by the system sends disturbing messages to a Player (e.qg.
Advertisement  bot  (http://simsafety-avatar.cti.qr/?q=node/17) and Bully machine

(http://simsafety-avatar.cti.gr/randombully).

I Stealing of identity: Players try to hide personal information from other players within mini-

games, who, intheirownturn,t r'y t o fr e \néoankatidn optheir soplayark.

6.6.2 Simulation of Positive activities

i Visiting the Al nf o Cantdr etohe AMul til i ngBlayérs encodner Centr e
throughout the game various situations in which they need additional information in order to
proceed. They might, however,accept i nformation from peers which
for help from peers is an act that could potentially be rewarded. At the same time, relying on
such information without double checking its correctness is not advised. Players are expected
to visit the Info Centre and fival i dat e 0 (e.g. by goingntd the Knawledge &
Awareness Center section and searching / consulting the legitimate and reliable references).
1 Report disturbing content: Players are expected to file a report whenever they encounter
any of the following problems or issues:
o They are being bullied
o0 They receive advertising material that they do not wish to receive
o0 They accidentally come across personal gadgets or information that does not belong to

them
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7 Game types and game Scenarios

The selection of the Internet Safety issues raised in i Si mS a fe tinyestigated within the project
on the basis of the Structured Dialogic Design Process (SDDP) approach, which is presented in the
following chapter along with the results of the application of the SDDP method in the SimSafety

project.

7.1 Methodological Approach for the selection of game
scenariosb content

The Structured Dialogic Design Process (SDDP) is a deeply reasoned, rigorously validated
methodology for dialogic design, which integrates knowledge from mixed participants in strategic
design settings. It is especially effective in resolving multiple conflicts of purpose and values and in
generating consensus on organizational and inter-organizational strategy. It encourages innovation
and prevents Ospreadthinkdé and o&égroupthinkd (Warfi el
redesign of socio-organizational systems and practices based upon a dialogic process that
consolidates power relationships into consensus agreement for effective cross-functional collaborative
action. The SDDP is scientifically grounded on seven laws of cybernetics recognized by the names of

their originators: As hbyés (1958) Law of Requi site Variety; Mi | |

1956; War field, 1988) ; Boul di ngbs (1966) Law of Re (
Meaning (Turrisi, 1997); Tsivacoubss{bpa97Dykeédw btBWRe:
Requisite Evolution of Observations (Dye et al ., 19909

el 2008). In the discussion section, we reflect on how the proposed model might expand the
applicability of some of these laws. The need for such a scientific methodology to facilitate democratic
di alogue was first envisioned by systems thinkers 1in
systematically refined through years of deployment in Interactive Management (IM), to emerge as
methodically grounded dialogue practice that now is supported by software specifically designed for
the purpose. IM, originally developed by John Warfield and Alexander N. Christakis in the early 1970s
(Christakis, 1973; Warfield and Cardenas, 1994; Christakis, 1996), has evolved into its third
generation as SDDP. IM has been successfully applied hundreds of times in businesses,
governments, NGOs and international organizations. In almost all occasions IM and SDDP have been
applied in the context of co-laboratories where all participants are physically present. The duration of a
typical co-laboratory ranges from a minimum of 107120 h to over 100 h. The purpose of the work
reported in this paper was to investigate the extent to which the SDDP can be applied to deliver
reasonably effective and useful results at a shorter time and at a lower cost to the participants and the

sponsors of the dialogue exploiting virtual communications technologies.
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Law of Dialogue 7: Laouris’s Law of Requisite Action

This recently discovered law (Laouris & Christakis, 2007) states that the capacity of a community of
stakeholders to implement a plan of action effectively depends strongly on the true engagement of the
stakeholders in designing it. The accompanying engagement axiom states that designing action plans for
complex social systems requires the engagement of the community of stakeholders in dialogue.
Disregarding the participation of the stakeholders is unethical and the plans are bound to fail.

Evaluate

All Rights Reserved

Law of Dialogue 4: Peirce’s Law of Requisite Meaning

Based on Turrisi, 1997, this law says that meaning and wisdom can only be achieved when the

participants search for
1+ * *

Law of Dialogue 3: Boulding's Law of Requisite Saliency

Proposed by Boulding in 1966. It calls for comparisons of the relative importance across ideas proposed
by different people. This is secured through the voting process.

1+ 1+ *

Law of Dialogue 1: Ashby’s Law of Requisite Variety

Proposed by Ashby in 1958. It calls for appreciation of the diversity of observers (i.e., invite “observers”

with diverse views).
* * *

Law of Dialogue 6: Dye’s Law of the Requisite Evolution of Observations

Prpoposed by Dye et al., 1999 it tells us that actual learning occurs during the dialogue as the
participants search for influence

1t 1+ *

Law of Dialogue 5: Tsivacou's Law of Requisite Autonomy in Decision

Proposed by Tsivacou in 1997. This law guarantees that during the dialogue, the autonomy and
authenticity of each person contributing ideas is protected, and distinctions between different ideas are
drawn as a method of deepening our understanding of each idea.

L * *

Law of Dialogue 2: Miller's Law of Requisite Parsi

=]
<

Grounded on Miller, 1956 and Warfield, 1988. Emphasizes the fact that humans have cognitive
limitations, which need to be considered when dealing with complex multi-dimensional problems. This is
secured by the fact that participants are asked to focus on one single idea or one single comparison at a
time (structured dialogue)
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All contribute (asynchronous
through the internet)

Plenary (physical & virtual
meeting)

1 The KMT meets virtually to formulate the triggering question.

2 The participants receive the triggering question andt he A Fact or El eWorbsheetRespdohey

requested to send their responses to the triggering question within a fixed deadline.

3 The local Branch of the KMT meets physically to check and enter all factors received in the Cogniscope
software. A PDF version of the Factors Table is sent by e-mail to all participants. The participants are requested
to ask questions for clarification of meaning to the authors of the statements, edit (e.g., re-wording of statements),
and return the changes within a fixed deadline.

4 Face-to-face meeting of all participants. Following a quick introduction to all factors already collected (by their
respective authors), participants are invited to continue the process and contribute more ideas. In a next round,
the authors clarify their respective ideas. Other participants are encouraged to request clarification (without
making value statements).

5 During the coffee break, a small number of individuals, who are knowledgeable of the specific topic, are asked

to cluster all ideas using common attributes. A Clusters Table is printed and handedto allp ar t i crighg aftert s 6

the break.

6 The participants are requested to study and choose their favorite factors in terms of relative importance. The
votes are entered in the Cogniscope software and the participants begin the Structuring Phase of the SDDP in
plenary. The process continues for as long as time is available. In some cases it might be possible to structure all
factors that received votes. In most cases, it is necessary to have another session to identify and structure
additional factors. The Cogniscope Facilitator prints copies of the map for all participants. At the end of the
meeting at least 30 minutes are invested to discuss the map.

7 The KMT prepares and submits a Report with all the data.

7.2 Analysis of the data collected

7.2.1 Dangers on the Internet

During the first session of the SDDP, the participants engaged in a structured dialogue focusing on the
triggering question: What dangers do children and youth face with the expansion of cyberspace
in their lives?
The participants of the SDDP produced a total of 58 ideas. The ideas were then organized into
fourteen clusters:

Cluster #1: Seduction
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Cluster #2: Personal data

Cluster #3: Problematic content
Cluster #4: Addiction

Cluster #5: Blurred reality

Cluster #6: Harassment/Intimidation
Cluster #7: Exploitation

Cluster #8: Desensitization

Cluster #9: Inappropriate Entertainment
Cluster #10: Social pressure
Cluster #11: Physical problems
Cluster #12: Educational issues
Cluster #13: Antisocial networks

Cluster #14: Social Consequences

The ideas that received most votes were:

Idea #18 (5 votes)
Idea #04 (4 votes)
Idea #05 (4 votes)
Idea #03 (3 votes)
Idea #26: (3 votes)
Idea #45: (3 votes)
Idea #01: (2 votes)
Idea #09: (2 votes)
Idea #27: (2 votes)
Idea #54: (2 votes)

Furthermore, the following ideas received one vote and were structured with the others in the next
step: Ideas #7, 10, 13, 16, 17, 19, 32, 48, 49 and 51.

The results of the voting procedure were used in order to select ideas for the following structural
process. The participants were able to structure 20 ideas, which received one or more votes. The
resul Tri emg aif Influencesd demonstrates t he basic i de
answering the triggering question. The tree or map is constituted by 3 levels of influence (to see the

map please check Annex 1).

The participants agreed that the following ideas were the most important and that any action related to

the subject of the Internet should take them into consideration:

Idea #45: Easy access to games that are inappropriate for certain ages

Idea #54: Confusion between true and false information
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Idea #04: Addiction
Idea #09: Watching of inappropriate content

Idea #27: Publishing of personal data

In particular, idea #45 which comprises level IlI of the tree, is the one with the greatest influence. As it
was explained in the co-lab, children that easily access games inappropriate for their age, can be
affected by factors present in the game (violent behavior, bad language) and mimic what they
experience in the game in real life. This can have significant negative consequences not only in their
own lives, but also in the lives of others. Therefore, allowing children to access games only

appropriate to their age, can protect them from several hidden dangers that the Internet might entail.

In addition, idea #54 is also considered as highly influential since it was described as a thread where
people believe everything they find on the Internet even though it& false and without using their critical
thinking. Idea#4 O Addi cti ond wa snfluantiat as dependence ansthe Intenmnet may
cause many problems in the social and the general parts of the lives of each person. Idea # 9
6Watching of i nappropriate content may for eysungert i nto
children where that may come across inappropriate photos or videos that are not appropriate for their
age. Also, publishing personal date, idea #27, entails risks that could become costly or dangerous for

all target groups and especially younger people.

Although most of the descriptors did not receive any votes nor can be found anywhere in the Tree of
influence, this does not mean that they are not important or that they should not be considered as

dangers. But the foundations for focusing on developing the scenarios have been laid.

For the full report of the SDDP co-laboratory with detailed information on participants and results,
please see Annex 1.

7.3 Game scenario ideas

Game scenarios have been developed within the project life timel® and have been available to the
SimSafety users for different settings. In this document, we present the outline of some possible game

scenarios that could be applied in different settings.

1 SimSafety Scenarios for completely free and continuous Game (either with the

participation of schools or with the participation of independent players)

These SimSafety scenarios hav e t h eGanfeclTutonialsodind dre available to all potential

SimSafety players who would like to visit SimSafety for the first time on their own. They do not follow

10They will be available on D2.1(b): Report on game Specification (final release)
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speci fic 0 edu csasinde theyare not sumposeditosbe wsed inside the classroom but from
individual players. | nstructi ons provided are in the form of f

challenge is to intuitively participateint he suggested dfmmer2)fimi ssi onso

1 SimSafety Scenarios played inside the classroom focusing on specific educational
objectives

These SimSafety scenarios serve specific educational objectives and follow specific educational

templates for the teachers to use inside the classroom (or indeed for parents to use with their children.

One example of a Athemati cd diflduoatavhoi pabfishdd unawtherisedr i 0 cowu
photos of another pupil on the interneta For example, five players are challenged to hide their identity

and play with the purpose of finding the identities of others. Pupi | s receive randomly a

l og in to the mini game which they are invited to fAac
character that acted fAquite righto or fe qplayertwdho wr ong o

manages to Aidecodedo the role of each(Amnkxadj.acter best,

i SimSafety Scenarios played between played at school or at home between one, two
or more players

These SimSafety scenarios include activities which involve, for instance, fiGadgetsd0 scatter ed i
SimSafety, around which specific educational activities have been developed (Annex 7) or areas for

other activities and pleasure, which include Interaction rooms (e.g. a room with a ball moving, writing

in the wall, playing with 3D puzzles), New buildings/areas, Appearance customization area,

implemented in-game video functionality. These spaces also serve social purposes. This is where

Players can meet, interact, meet new people etc. The availability of such spaces also serves realism

and real-life correspondence.
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9 Annexes

Annex 1: SDDP i Co-laboratory

r - Y
the ‘flight simulator’ 2.

B
for Internet safety
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Introduction

The Structured Dialogic Design co-laboratory was organized as a part
of the Simsafety programme. The project addresses Internet safety
issues with the aim to achieve an in-depth understanding regarding
safety breaches and protective measures and actions, primarily within
the school and family environment.

The Cyprus Neuroscience and Technology Institute took the initiative
to organize a co-laboratory in order to accumulate the collective
wisdom of NGO advocates, educators, ICT specialists, safer internet
specialists, and professors, in order to understand their perceptions
of the issue.
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Methodology: The Process of Structured
Dialogic Design

The Structured Dialogic Design (SDD) process is a methodology
which supports the generation of truly democratic and structured
dialogue amongst teams of stakeholders. It is particularly effective
in the resolution of complex conflicts, interests, and values, and in
achieving consensus based on a common understanding and strategy.
It is based on 7 complex systems and cybernetics axioms, and has
been grounded both scientifically and empirically in hundreds of
settings on a global scale for the past 30 years.

The Cyprus team has extensive experience in the application of the
methodology. They have utilized it in many public debates in order to
facilitate organizational and societal change. For example, they have
utilized it in four European networks of experts. The Cost219ter! is
a network of scientists from 20 countries (18 European, the USA,
and Australia) who are interested in exploring the question of how
Eurozone technologies and next generation networks can make their
services more useful to people with special needs. The Cost2982
network also aims to make ambient intelligence technologies more
accessible to the wider public.

The scientific communities of Cost219ter and Cost298 utilized SDD
in order to outline the obstacles which inhibit the application of the
above technologies on a wider level. Based on the results of the SDD,
they designed a corresponding strategy for the next 3 years. Insafe’
is a European network of 27 Awareness Nodes who used SDD in
many meetings in order to identify the inhibitors, produce a vision of
the future, and agree on a plan of action. More relevant information
is available on the CyberEthics Awareness Node website, available at
www. CyberEthics. info.

1 www.cost219ter.org.
2 www.cost298.org.
3 \gww.saferinternet.org.
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The UCYVROK* network utilized SDD in order to determine the
reasons for which young people in Europe do not participate in
European programs. The results were presented to the European
Parliament. The SDD methodology was also used in order to ease the
dialogue between Greek-Cypriots and Turkish-Cypriots since 1994.
This dialogue culminated in the creation of a peace movement. Many
reports are still being utilized by the network, and are available on
the program’s page.

SDD was desighed especially so that it can assist nhon-homogenous
groups in tackling complex problems within a reasonable and
restricted time frame. It facilitates the annexation of contributions
by individuals with vastly different views, contexts, and aspirations,
through a process that is structured, conclusive, and the product of
cooperation.

A team of participants who are knowledgeable of a particular situation,
generate together a common outline of ideas based on a common
understanding of the current problematic situation and a future ideal
one. SDD promotes the focused communication between participants
and supports their ownership of the solution as well as their actions
towards implementing it.

4 http:/ /ucyvrok.wetpaint.com.
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Structure and Process in a typical
SDDP Co-Laboratory

When facing any complex problem the stakeholders can optimally
approach it in the following way:

1. Develop a shared vision of an ideal future situation. This ideal
vision map serves as a magnet to help the social system
transcend into its future state.

2. Define the problematique, also known as the wall of inhibitors
i.e., develop a common and shared understanding of what
are the obstacles that prevent the stakeholders’ system from
reaching its ideal state.

3. Define actions/options and produce a roadmap to achieve
the goals.

The four phases are implemented using exactly the same dialogue
technique. Each phase leads to similar products:

1. A list of all ideas and their clarifications [SDDP is a self-
documenting process].

2. A cluster of all ideas categorized according to their common
attributes [using a bottom-up approach].

3. A document with the voting results in which participants
are asked to choose ideas they consider most important
[erroneous priority effect = most popular ideas do not prove
to be the most influential!]
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